A new settlement system at Norges Bank

Kjetil Watne, Director, Interbank Settlement Department’

Norges Bank is one of the first central banks to have outsourced the IT operation of its settlement
system and implemented a second-generation settlement system based on off-the-shelf soft-
ware from an external vendor. The primary purpose was to ensure continuously stable operation
of a system of critical social and economic importance. The outsourcing contract was signed in
2003, and the new system went live on 17 April 2009. In the two years the new settlement system
has been in operation, operational stability of the system has been 100%. The changeover has
reduced Norges Bank’s costs associated with providing settlement services significantly. This
article describes the processes and some of the tradeoffs and challenges that arose in connection
with the changeover. We also discuss relevant issues and strategic choices relating to the use of

external vendors and highlight a number of risk factors associated with the outsourcing.

1. Background

Norges Bank is responsible for promoting robust and
efficient payment systems as part of its work to ensure
financial stability. The payment system is an important
component of the financial infrastructure and efficient,
stable and accessible systems are essential for a smoothly
functioning economy. Norges Bank may be viewed as
the bankers’ bank in that banks can make deposits in and
borrow from the central bank and execute payments with
settlement in central bank money. These functions are
performed in a settlement system, the primary function
of which is transferring funds from the account of any
participant bank to that of any other bank. An essential
precondition for financial stability is that the interbank
systems are designed in such a way that banks’ settlement
risk is manageable and that any problems in one bank do
not spread through the system to other banks (cf. CPSS
(2000y).

Like a number of other central banks, Norges Bank
introduced a real-time gross settlement system (RTGS)
in the 1990s, enabling fund transfers between participant
banks and to and from the central bank on a continuous
basis with final settlement. Previously, all transactions
were accumulated over the course of the day and funds
were only transferred between banks’ accounts after end
of opening hours. This entailed some uncertainty as to
whether settlement would be executed, as there was
always a possibility that a bank might become insolvent
while payments were in transit before settlement.

The core of the first settlement system, developed in
the 1990s, was a standard banking system for keeping
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accounts and payment services for ordinary bank custom-
ers. The system was purchased for use in connection with
Norges Bank’s function as the government’s bank. Sub-
sequently, private banks took over the task of providing
payment services to government agencies.

In the same period, greater attention was paid to the
risk inherent in financial infrastructures, with internatio-
nal recommendations for risk-mitigation measures, in-
cluding introduction of real-time functionality in central
banks’ settlement systems. Norges Bank’s in-house IT
department incorporated real-time functionality into the
system as well as arrangements for balance checking
before payment orders were posted.

The system’s functionality was thus in line with inter-
national best practice and complied with international
recommendations (cf. CPSS (2000)). System users were
also generally very satisfied with its user-friendliness.
Nevertheless, several factors suggested that Norges Bank
would eventually have to find alternative system solu-
tions. Continued use of proprietary software appeared to
be too risky in the long run. For that reason, Norges Bank
decided to prepare the introduction of alternative operat-
ing and system solutions before the existing systems
became outmoded and the risk of disruptions became too
high.

Section 2 below describes the rationale for the choices
Norges Bank made in establishing its strategy to out-
source the settlement system. Section 3 describes the
process for selecting an external operator for the system
and the background for outsourcing the operation of the
system before the software was replaced. Section 4 is a
review of the main activities of the project to replace the
settlement system software and a description of a frame-
work for collaboration with the banking industry. Section
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5 summarises Norges Bank’s experience of outsourcing,
the changes replacing the software has entailed and how
this has affected the operational stability of the settlement
system. Section 6 outlines some of the challenges we
faced during the procurement processes, while section 7
describes a number of issues arising when multiple exter-
nal providers were involved. Section 8 concludes the
article with some observations on how operational risk
in the settlement system is affected by the outsourcing.

2. Norges Bank’s strategic choices
and clarification of principles

Since the 1990s, Norges Bank has increasingly focused
on its core activities: financial stability and monetary
policy. A major restructuring has taken place and non-
core tasks have been phased out or outsourced. Even
though promoting an efficient and robust payment system
is a core activity by virtue of Norges Bank’s function as
the ultimate settlement bank, the actual IT operation of
the settlement system need not be performed by Norges
Bank. The operation and development of the settlement
system can, for example, be provided by external IT
companies on commercial terms.

However, independently of the organisation of the tech-
nical IT operations of the system, Norges Bank must make
sure that the system is updated in accordance with best
practice and needs and designed for high operational reli-
ability. An external company with IT operations as its core
business might be in a better position to build up and
maintain broader technical expertise than a relatively small
in-house IT department within the central bank. Outsourc-
ing can thus improve operating stability and reduce costs.
On the other hand, it will be more difficult to control exter-
nal providers’ resource use and priorities with regard to
troubleshooting and upgrades compared with an in-house
IT department. The risk of being treated as a low priority
customer may be greater, the smaller the share of the pro-
vider’s overall business the service required constitutes.

Regardless of operational solution, it is essential to be
able to monitor stability, control products and services
and secure expertise for dealing with non-conformance.
This may be more of a challenge in an outsourcing model.
These are factors that must be addressed in contracts with
and ongoing follow-up of the external services provider.

Considerations of “a bank-based model”

In line with the policies of other central banks, Norges
Bank has been charging banks for settlement services since
July 2001. Prices have been raised gradually so that they
now fully cover Norges Bank’s estimated costs for settle-
ment services. As banks are charged for settlement ser-
vices, Norges Bank is of the view that they should also be

involved in discussions on functionality and development
of the system. In 2002, before work commenced on out-
sourcing the settlement system, Norges Bank invited the
banking industry to participate in a task force to consider
adjusting the definitions of responsibility between banks
and the central bank. The task force considered a “bank-
based” model, in which banks, through NICS (Norwegian
Interbank Clearing System), could perform more of the
functions connected with transaction processing that are
normally executed by the central bank settlement system.
The actual account keeping of bank deposits and loans and
related control routines remain the responsibility of the
central bank also in a bank-based model. To learn more
about bank-based models, Norges Bank examined how
settlement services were provided by the Bank of Canada
and the Swiss National Bank. At these central banks, settle-
ment functions are organised in collaboration with com-
mercial banks, with settlement executed in systems owned
or controlled by banks. However, the central banks have
influence through representation on the boards of the enti-
ties responsible for the systems.

Following a thorough examination by the task force of
various alternatives for a bank-based model, the banking
industry stated that the banks would not be interested in
assuming more responsibility for interbank settlement.
One argument was that it was not substantiated that such
a model would entail overall cost reductions, and that the
model might increase banks’ liability and hence risk. The
changes involved in implementing a bank-based model
required changes in the private clearing system that would
be substantial and costly. On this basis, Norges Bank
concluded that a bank-based model would not be given
further consideration.

Upgrading strategies

Starting with the principle of maintaining the existing
lines of responsibilities between Norges Bank and the
private banks, Norges Bank examined various alterna-
tives for replacing IT systems and establishing external
operational solutions. Simultaneously replacing the
settlement system and moving operations was deemed
too risky for such a critical and complex activity. Thus,
two primary alternatives remained for carrying out the
strategic decision to outsource the settlement system:

- First outsourcing operations from Norges Bank to an
external service povider, then replacing the software

- First installing new software at Norges Bank, then
outsourcing operation of the new system to an exter-
nal service provider

Norges Bank placed particular emphasis on each alter-
native’s ability to maintain high operational stability
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during the entire changeover phase. The conclusion was
to first outsource IT operation of the existing system to
an external provider, and then replace the software after
the outsourcing process was completed. To reduce the
risk of disruptions and failures in the system, and thereby
ensure stable operation, only absolutely necessary modi-
fications to the systems were made during the outsourc-
ing period.

3. Selecting the external service
provider

Tendering processes of this kind in Norway are subject
to public procurement rules, which emphasise transpar-
ency and a level playing field for relevant service provid-
ers. However, for reasons of system security, Norges Bank
could not publicly disclose all the system specifications.
Therefore, Norges Bank sent a request for proposal con-
taining an overall description of the tasks and functions
covered by the outsourcing contract directly to selected
IT service providers. Five service providers were consid-
ered potential bidders based on the following criteria:

- Expertise in operating business-critical systems on
the settlement system’s technology platform (IBM
mainframe).

- The possibility of implementing a transfer of under-
taking, involving systems, infrastructure and person-
nel.

- Familiarity with and experience of the Norwegian
payment system.

- The ability to implement and maintain the software,
with a view to replacing systems and system archi-
tecture further ahead.

Relevant candidates received detailed specifications
after signing confidentiality declarations and document-
ing procedures for the ability to handle critical documents
confidentially.

Norges Bank announced that price would only be one
of a number of factors considered in the selection of
service provider. This is because operation of the settle-
ment system is of considerable social and economic
importance and involves numerous risk factors. Risk is
particularly high when operations are moved to a new
production site. The selected service provider was
expected to play a key role in a subsequent software
replacement once the outsourcing process was completed.
Another important objective of outsourcing was to reduce
the risk posed by the very limited and declining number
of system experts with detailed knowledge of the soft-
ware. The invitation to tender stated that bids would be
assessed according to the following criteria:

- Evaluation of the provider, business model and
organisation

- Operating solution and migration of operations

- Risk and vulnerability

- Costs and overall efficiency

- Terms and plan for the transfer of personnel

- Plan for upgrading of the software.

Norges Bank received four bids and negotiated in par-
allel with the two bidders that were ranked highest after
an initial review. In the negotiations, Norges Bank
focused on the service provider’s ability to ensure proper
migration of the systems and requested details on how
the provider would ensure that key experts from Norges
Bank familiar with the systems concerned would continue
to be available to maintain the software and develop the
software according to Norges Bank’s needs. The operat-
ing solutions being considered would also have to meet
strict security requirements.

The bid from Ergo Integration AS (subsequently reor-
ganised as ErgoGroup AS and finally merged with EDB
Business Partner ASA to form EDB ErgoGroup ASA) was
ranked highest. Norges Bank’s Executive Board and Super-
visory Council approved an outsourcing contract with Ergo
Integration on 13 June and 19 June 2003, respectively. The
company assumed responsibility for operation and service
provision from the system (using hardware that was still
on Norges Bank’s premises) as well as responsibility as
employer for the relevant staff as from 1 September 2003.
Ergo Integration then used the period until 1 March 2004
to gradually migrate operation of relevant software to new
hardware on its own premises.

Prior to the outsourcing, a special IT department at
Norges Bank responsible only for the settlement system
had a staff totalling 39 persons. Of these, 26 employees
were transferred to Ergo Integration as part of the out-
sourcing contract. Four IT staff continued in a new unit
at Norges Bank responsible for following up the provision
of IT services. Furthermore, the service provider was
obliged to establish a dedicated core team of nine employ-
ees from Norges Bank with special responsibility for the
outsourced systems and following up the provision of the
services to Norges Bank. This was important for main-
taining and developing expertise regarding Norges Bank’s
systems in order to ensure operating stability and provide
resources for trouble shooting and system development.

4. Replacement of the settlement
system software

Once the outsourcing process was completed and the
settlement system was in operation at Ergo Integration,
a plan was developed to replace the RTGS software.
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The system was approaching the end of its expected life
cycle and the settlement functions were technically and
functionally integrated, both with other Norges Bank IT
systems and with the systems in NICS. This complexity
entailed excessive risk especially in the event of changes.

In August 2004, Norges Bank established a project
called “NIBO — Nytt InterBank Oppgjerssystem” (New
Interbank Settlement System). The task of the project
was to prepare the procurement of a new standard settle-
ment system and put it into operation on the external
service provider’s premises. The project was divided into
the following three phases:

Phase 1: Preparation of the Request for Proposal with
specification of requirements.

Phase 2: Evaluation of bids and negotiation of contract.

Phase 3: Implementation and migration to the new
system.

4.1 Phase 1: Preparation of the Request for
Proposal (RFP)

Standardisation and simplification

The new system was required to be based on purchases
of off-the-shelf software packages with standardised
interfaces for data communication with external systems.
With regard to networks for the exchange of messages
between the system and its users, the standards and
services provided by SWIFT were considered to be the
most widely used in the financial sector domestically and
internationally. In addition, the system was to be flexible
with regard to modifications and should be cost-efficient
in operation, even with requirements for extreme operat-
ing stability and a high level of security. Any need for
special adaptations to Norwegian conditions was prefer-
ably to be addressed in modules “outside” the software
to be used for the standard RTGS functions.

Statutory requirements for the procurement process
This procurement process was also subject to public
sector procurement rules and processes, including those
pertaining to transparency in the tendering process and
competition between the bidders. Nevertheless, to ensure
proper handling of information that was confidential for
security reasons, distribution of detailed system require-
ments could be restricted according to certain criteria.
For that reason, relevant bidders with experience in pro-
viding settlement systems to other central banks had to
prequalify before receiving the RFP. The invitation to
prequalify was publicly announced. In the prequalifica-
tion, Norges Bank assessed the bidders’ procedures for
handling confidential information and reviewed similar
deliveries and service provisions to other central banks.

Only prequalified bidders received the detailed specifica-
tion of requirements in the RFP.

Specification of requirements

The specific requirements for the software related to areas
such as functionality, security, accessibility, technology
and user-friendliness. The requirements were drawn up
to strike an appropriate balance between, on the one hand,
establishing requirements that the standard systems could
realistically meet — Norges Bank wanted an off-the-shelf
system and not a new, custom-designed one — and, on the
other, meeting the real needs of the participating com-
mercial banks and Norges Bank. Although the Norwegian
banking industry was very satisfied with the old RTGS
system, Norges Bank’s ambition was that the new system
would be perceived as even better. At the same time, the
central bank took the opportunity to review the basic
principles determining the functionalities a settlement
system should have. In this connection, a stakeholder
analysis was performed to identify the needs of banks
and those of the various departments at Norges Bank that
use the settlement system or receive information from it.

Some organisations with in-house developed IT systems
tend to keep adding new functions into the same system
to meet new needs, regardless of strategic decisions and
priorities concerning the kind of functions the system
actually ought to perform. Norges Bank’s settlement
system was modified in this way over time to handle a
variety of less important functions not always related to
RTGS functions. This creates a risk that disruptions in
the less important functions could affect the stability of
core functions, causing errors or disruptions in the impor-
tant settlement engine. The goal was to design the new
system to avoid or reduce such risk.

In parallel with the work to specify system require-
ments, potential standard settlement systems were identi-
fied and information was obtained to provide an overview
of the functionalities these systems normally have.

Separate procedure for the central government’s
consolidated account

Under the Norwegian government’s financial manage-
ment regulation, government agencies’ surplus liquidity
must be transferred from banks that provide payment and
other banking services to government entities to the
central government account in Norges Bank on a daily
basis. Nor are government agencies allowed to be in a
loan position overnight.

The former settlement system featured an account
structure for calculating interest and liquidity functions
for government agencies. It became clear early on that
off-the-shelf systems in the market lacked a satisfactory
account structure for this purpose. For that reason,
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Norges Bank initiated a separate project to engage
another supplier to provide services relating to the central
government’s consolidated account separate from the
new settlement system. A separate procurement proce-
dure was carried out and a new solution for consolidated
account functions was implemented in November 2006.
In the new solution for consolidated account services,
the central government’s surplus liquidity is transferred
between banks that perform account services for the
central government and the central government’s account
in Norges Bank in the same way as interbank payments,
i.e. through accounts in the settlement system.

Request for Proposal from qualified bidders

The invitation to tender for the settlement system was
sent to prequalified bidders on 20 May 2005. The closing
date for submitting bids was 27 June 2005, i.e. according
to the five-week time limit specified in EU procurement
rules. The invitation to tender defined a number of ele-
ments to be described in the offer, as well as requirements
on how to structure the offer. This was introduced to
facilitate review and evaluation of the bids. Norges Bank
included a draft service provision agreement and main-
tenance agreement that bidders could comment on, along
with any reservations with regard to the content of the
agreements.

4.2 Phase 2: Evaluation of bids

The tenders were relatively extensive and the system
requirements contained compact descriptions of compli-
cated matters. Bidders were therefore invited to submit any
questions they might have regarding the invitation. Ambi-
guities or misunderstandings in the invitations to tender or
system requirements discovered in this way were distrib-
uted to the other bidders to ensure a level playing field.
Norges Bank received all four bids by the closing date.

Bids were evaluated based on the seven following cri-
teria, as described in the invitation:

1) Compliance with functional, technical and security
requirements, and Norges Bank’s assessment of degree
of compliance.

2) Fees, including a fixed price for implementing the
system, annual licence fees for using the system, annual
support and maintenance fees and charges for any
consulting services and training of new employees in
using the system.

3) Norges Bank’s evaluation of the bidder’s plans for
implementing the system and assumed capability to
deliver the system in question, including qualified
personnel, and capability of providing maintenance
services during the expected lifetime of the contract.

4) Norges Bank’s evaluation of costs of system implemen-
tation for parties other than the bidder.

5) Norges Bank’s evaluation of the bidder’s references and
presentation of the offered settlement system.

6) Norges Bank’s evaluation of the bidder’s ability to
develop the system in line with Norges Bank’s needs.

7) Norges Bank’s evaluation of the bidder’s solvency and
financial position.

The provider was required to have experience in imple-
menting similar systems in other central banks. Norges
Bank also wanted the provider to be responsible for
implementing the project plan for the new system, and
therefore required the bidder to provide the main project
manager.

Following an overall assessment using the aforemen-
tioned criteria, the two bidders deemed the best were
invited to parallel negotiations. After negotiating for some
time, one bidder emerged as the best, and a vendor con-
tract was signed with the Italian company SIA SSB S.p.A.
on 3 March 2006. On the same date, project phase 3
began with the practical implementation of the new set-
tlement system.

4.3 Phase 3: Implementation project

Organisation
The implementation project was undoubtedly the most
complex project phase, with the highest risk of failure
and the most serious consequences if the quality of the
delivered software or service was unsatisfactory. A
number of parties, external as well as within the central
bank, would be affected by the system changeover. All
parties concerned needed to be involved in the project.
Most of the project participants at Norges Bank normally
worked in the Interbank Settlement Department, which
is the system owner of Norges Bank’s Settlement System
(NBO), but the Department for Market Operations and
Analysis, the Accounting Department, the IT Depart-
ment, the Legal Department and the unit responsible for
IT security were also involved. Moreover, external
experts were engaged for tasks such as test management,
security reviews, negotiation processes and quality assur-
ance. Furthermore, ErgoGroup was engaged to deal with
technical IT matters, such as installing the new hardware
and IT infrastructure that would be the new system’s
operating platform. Around 40 employees from Norges
Bank were involved in the project to varying degrees for
shorter or longer periods. Of these, up to ten employees
were involved virtually full-time on the project over a
longer period.

The specification of requirements was relatively
detailed, listing over 500 separate requirements. Never-
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theless, a more detailed specification was needed to
describe how each requirement was to be met in the new
system, and Norges Bank had to verify that the provider
properly understood the significance of the requirement.
This specification was done in workshops were the pro-
vider went through the individual requirements together
with Norges Bank and various proposed solutions were
considered.

Even though the core functionality of settlement
systems is fairly similar across different countries, there
may be differences in the way central banks perform a
number of functions. Thus, adaptations will be needed,
even when a standard system is used. In the case of
Norges Bank, this applied in particular to the format for
data transferred to the accounting system. The F-loan
facility (fixed-term loans to banks) used in the conduct
of monetary policy is also particular to Norges Bank.
Further, the execution of the settlement of the cash leg of
securities trades needed a special arrangement. Lastly,
the framework for pledging collateral for banks’ borrow-
ing from the central bank and the Scandinavian Cash
Pool, a special arrangement between Norges Bank,
Sveriges Riksbank and Danmarks Nationalbank whereby
banks may use deposits in one central bank as collateral
for loans in one of the other central banks, required a
specially developed technical solution.

Extensive testing

The project’s testing programme was constructed as a
“step-by-step” process, whereby test scenarios as well as
participation, both internally and involving external
parties, were gradually expanded, with testing of the
fundamentals first. Thus, the initial test cycle was an
internal functional test at Norges Bank. Several internal
test iterations were necessary, to assure the quality of the
software before external test participants could be
involved. Once the quality of the software was satisfac-
tory, the largest banks and the Norwegian Interbank
Clearing System (NICS) also participated. After that, all
banks were involved, and finally all the parties concerned
participated in a system test that simulated actual pro-
duction as far as possible. The final test cycle also inclu-
ded implementation of corrective procedures to deal with
the most probable errors.

Norges Bank also performed stress tests to verify the
ability of the system to deal with high transaction
volumes and even unauthorised access. The tests revealed
that the system was capable of processing a substantially
higher number of payment transfers than the normal
transaction volume. During the tests, 20,000 transactions
were processed in the course of an hour, while normally
around 1,200 payments are posted each day. Experts with
“hacker skills” were engaged to test whether unauthorised

persons could gain access to the system. The security
arrangements put in place resisted attempted attacks and
the experts failed to penetrate it.

Migration planning

The activity with the highest risk level and with the great-
est consequences if it failed was the actual migration, i.e.
the operational changeover from the old system to the
new one. This can be done in several ways. The alterna-
tives Norges Bank considered were:

- Gradual changeover to the new system software

- Pilot operation for selected users

- Parallel operation of two systems over some period,
or

- Changeover for all participants at the same time and
full operation of all functions in the new system from
day one (a so-called “Big Bang”).

Since the primary function of the settlement system is
transferring funds from any participant bank’s account
to any other bank’s account, Norges Bank concluded that
neither parallel operation nor a pilot production involving
only some banks was an option because this would require
banks to maintain accounts in both the old and the new
systems, with complicated transfers of data between the
systems. Thus, the most practicable alternative was for
all banks’ accounts to be moved to the new system and
for all functions to go live simultaneously. However, the
phrase “Big Bang” was quickly dropped because of
obvious negative associations. The plan was for a seam-
less, problem-free changeover to the new system.

Such a migration strategy can be a challenge because
all system components must function as intended from
the very start and all participants must be well prepared
for the changeover and have adapted their systems
accordingly. For that reason, various contingency arrange-
ments to deal with a situation where this was not the case
were considered. We explored the possibility of develop-
ing a pre-system to convert payment orders sent in “the
old way” to the new format required for the new system.
The intention was that it might be a contingency solution
to handle payment orders from banks that discovered
flaws in their new solutions and were thus forced to revert
to the old system. This contingency solution was consid-
ered to be too complicated to substantially reduce total
risk. For the solution to be realistic, it would have needed
extensive testing. Furthermore, the costs for the necessary
development of the pre-system software were deemed
disproportionately high. Moreover, the risk associated
with using a contingency solution of this sort in the event
it should be needed was considered to be so high that this
option was shelved.
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As the new software required a new technological
platform, the operating services provider needed to pur-
chase new hardware for the settlement system. The
extensive testing of the new system was done on the
hardware to be used later in production — and not in a
separate testing environment. In this way, all technical
and functional aspects were thoroughly tested and the
risk linked to the technical start-up of the new system at
Norges Bank was very limited. However, a critical factor
was entering data on all banks’ accounts in the new
system, including end-of-day account status on the day
prior to start of production. Around 140 banks had
accounts in Norges Bank and, due to the limited amount
of data, manual capturing of new balances was preferred
over automated conversion. This had to be done imme-
diately after the old system shut down in the afternoon.
The processes for recording data were practised several
times in advance so that the operators were well prepared
to record data within the limited time available.

Migration day on Friday

Following thorough analyses internally and with the
parties concerned, Norges Bank decided that the new
system should go live on a Friday. Normally, large-scale
IT system conversions of this sort take place on a
weekend, with the first day of production on a Monday.
The weekend can thus be used to prepare the changeover
and reverse it if defects are discovered and the conversion
cannot be implemented as planned.

The main reason for Norges Bank’s decision to migrate
on a Friday were that most of the preparations for migra-
tion could be done on the days prior to migration and that
operations that had to be performed in the old system
after shutting it down on Thursday evening were rela-
tively limited. This was largely because a completely new
infrastructure was put in place for the new system, and
very few elements of the old solutions would be reused
in the new system. If the system failed during the first
day of production, it might be useful to have an entire
weekend to identify the cause of the defect and correct
errors.

In accordance with the migration plan, the parties
reported on progress on specific preparations for migra-
tion to Norges Bank at set times on the days before the
actual system changeover. 8:00 pm on Thursday, i.e. the
evening before the first day of production in the new
system, was defined as the point of no return. This means
that if a decision was made at that point to proceed with
the migration, migration would continue virtually regard-
less of any error that might occur. The reason that revert-
ing to the old system was not an option after passing the
point of no return was that the clearing systems, includ-
ing the Norwegian Interbank Clearing System (NICS)

10

and Norwegian Central Securities Depository (VPS),
would have started preparations for data processing of
payment orders to be settled the following day. It was too
risky to stop these processes once they were started. In
accordance with the migration strategy, any errors or
problems arising after the point of no return were to be
dealt with by corrective procedures and contingency
solutions in the system of the participant where the error
occurred.

Norges Bank benefited greatly from two practice runs
of the migration plans. In the second practice run, the
largest banks and data centres took part, with activities
corresponding to those during the actual migration.

4.4 Involving the private banks

Since banks are charged for settlement services, in
autumn 2004 Norges Bank invited the banks to a working
group to take part in drafting the specification of require-
ments. In winter 2005 this partnership was formalised
by the establishment of the Banks’ Reference Group for
NIBO for discussing principal elements and practical
issues of the project of significance for the banks. The
largest banks, various banking groups, the payment clear-
ing house (BBS) and later also the Norwegian Central
Securities Depository (VPS) were represented in the
group. Furthermore, a number of expert task forces were
established with participation from banks, the BBS and
the VPS to solve specific issues concerning details in the
new system. For example, the migration was planned by
one of these expert groups.

The relationship and coordination with the banks in
the various groups was essential for a successful migra-
tion to the new system and for making the most of the
potential improvements offered by the new system.

Coordination with banks continues in the NBO User
Forum, which is Norges Bank’s primary point of contact
with banks in matters relating to Norges Bank’s settle-
ment system.

5. Norges Bank’s experiences
following outsourcing

Increased stability and cost reductions following
outsourcing of IT operations

After a few years’ operation, Norges Bank assessed the
effects of the outsourcing of IT operations. Except for
some minor disruptions in the initial months after the IT
operations were moved to the supplier’s premises, oper-
ating availability has been equal to or even better than
in the period of in-house IT operation. To some extent,
however, the improvement may have been the result of
fewer system changes than before the outsourcing.
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Furthermore, outsourcing reduced Norges Bank’s costs
by around NOK 20 million in the period 2003-2006. This
calculation includes all conversion costs, including
expenses for redeploying staff. However, the calculation
does not include any reductions in the central bank’s
shared costs after the outsourcing. Included in the total
calculation is an estimated NOK 2.5 million in increased
development costs following the outsourcing.

Technical and functional changes associated with
the introduction of the new settlement system

The banks were very satisfied with the functionality of
the old system. Moreover, the system was in line with
international best practice. Thus, functionality aspects
were not the reason for replacing the system. Neverthe-
less, Norges Bank took advantage of the opportunity
presented by the system changeover to make functional
improvements and improve efficiency in various areas.

The old system was technically integrated with the Nor-
wegian Interbank Clearing System (NICS) and there were
many different interfaces for exchanging data with exter-
nal systems. In the new system, communication with other
systems is based on SWIFT, which was already widely
used in the banking sector. This reduced the need for
expertise in several different interfaces for communication
and removed an important source of disconnections in the
communication with NICS. The new settlement system
also has its own information and transaction system (a web
client). Previously, information from the settlement system,
including account balances and transactions, was available
to the banks only through the banks’ joint information
system. The new transaction system has also replaced
telefax for submitting payment orders from smaller banks
to Norges Bank. In the new system, all payment orders
are submitted electronically — even in contingency situa-
tions. This has reduced the risk of manual mistakes and
incorrect captured information in the payment orders, as
well as enabling reductions in staff at Norges Bank. The
new settlement system has also improved monitoring tools
for the operators at Norges Bank.

Since the new system is more of a pure settlement
system, it has limited functions for correspondent
banking, and Norges Bank no longer offers such services.
Previously, a number of central banks had an account in
Norges Bank and used the central bank as their corre-
spondent bank in Norway. As a consequence of the
changeover, most of these central banks closed their
accounts in Norges Bank and opened accounts at private
banks for the provision of correspondent banking in
Norway. Various arrangements for internal Norges Bank
accounts were also discontinued. Norges Bank now has
all its payment and account services provided by a private
bank on commercial terms. Nor does the system include
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a function for handling the money market operations
conducted by the central bank, including liquidity instru-
ments such as F-loans and F-deposits. These instruments
are now handled in another system at Norges Bank even
if the settlement of cash takes place in the RTGS system.
The new system has a number of functions to improve
banks liquidity management efficiency. There are sepa-
rate subaccounts where banks may allocate funds for
prioritised payments. Furthermore, the system has various
forms of prioritising transactions and a diarising function
to allow banks to submit payment orders for execution
at a later date. To reduce the exposure to other partici-
pants, banks can also enter limits for the amount of funds
they can transfer to other specific banks participating in
the settlement system. The introduction of the new system
entailed changes in banks’ routines and processes, and
they have not yet started using all the new functions.
One problem that may arise in real-time settlement
systems is the potential for queues of unsettled payment
orders if a bank has low liquidity and at the same time
has posted a payment order in an amount for which it has
insufficient funds while it is due to receive funds from
another bank that is pending in the queue at the other bank
(a gridlock situation). This may hinder the execution of
payments for several banks. To reduce the consequences
of such a gridlock situation, modern settlement systems
normally have an override function that calculates the
total value of transactions in the queues and ensures the
execution of settlement of payments for which, overall,
there are sufficient funds in participant banks’ accounts.

Very stable new software
Operational stability since the new system was put into
production in April 2009 has been 100%. However, we
have experienced some problems with access to the
information and transaction system (the web-client),
although this has not influenced the ability to process
payments in the system. Norges Bank has previously not
recorded such a long period of operational stability.
Furthermore, preliminary calculations also indicated
that the replacement of the settlement system has reduced
operating costs. As the new system is not based to the
same extent on third-party software, total expenses for
software licences for the settlement system have also
declined. Another result of using standard software is
that the IT service provider is no longer responsible for
system maintenance. Given the reduction in services,
Norges Bank could negotiate a service agreement at a
lower price. A final factor is that the new system is based
to a lesser extent on manual routines, including those for
entering payment orders on behalf of the banks received
by telefax, resulting in a reduction of the number of staff
on the operational side at Norges Bank.
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Reduced control of IT development and maintenance
An issue relating to subcontractors and outsourced solu-
tions for IT systems may be that the owner loses control
of development resources it might need for correcting
operational errors or when there is a need to conduct a
rapid change in the event of e.g. a financial crisis. Like a
number of other central banks, Norges Bank implemented
extraordinary measures to bolster financial institutions
through the financial turbulence in autumn 2008. These
measures included a relaxation of the rules for the secu-
rities Norges Bank accepts as collateral for loans, issu-
ance of fixed form loans with substantially longer matu-
rities than normal, and arrangements with other central
banks that require special accounts in Norges Bank.

Norges Bank’s experience of the financial turbulence
in 2008 showed that crisis measures could be imple-
mented without technical changes in the software sup-
porting either the settlement system or the collateral
management system. However, it cannot be ruled out that
any actions to deal with future financial crises will take
a completely different form, entailing a need to adapt or
modify this system or IT solutions.

6. Challenges associated with the
outsourcing strategy

When central banks began to introduce real-time settle-
ment systems in the 1990s, they had primarily been
developed by central banks’ own IT departments. Even-
tually, however, some software vendors began to offer
off-the-shelf solutions for these systems. These vendors’
most important customers have been emerging market
economies where central banks had not yet developed
in-house systems. Central banks intending to replace
proprietary settlement systems, like Norges Bank, have
subsequently entered this market. Still, the total market
for such systems is relatively limited, with only a handful
of companies offering them.

When a central bank decides to enter into a contract
with a commercial enterprise on delivery of a settlement
system, this might be considered the beginning of a long-
term relationship - a partnership of at least approximately
the same duration as the system’s expected lifetime. Our
experiences indicate that a settlement system has a tech-
nological lifetime of about ten years. Public procurement
rules allow supplier contracts to have a corresponding
term. It is also Norges Bank’s experience that the costs
of the actual implementation of the system is many times
higher than the annual fees paid to vendors for mainte-
nance and licence fees, so that the threshold for changing
supplier can be very high. Once a vendor has a central
bank as a customer, that vendor may expect a reliable
flow of licence revenue for a relatively long period after
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the contract is signed, without this necessarily requiring
much effort after the system has gone live. This can con-
ceivably reduce the vendor’s incentive to provide good
service and give priority to the central bank.

On the other hand, it would not take long for a vendor’s
failure to meet expectations to become common know-
ledge among central banks, reducing that vendor’s
chances to attract new central banks as customers. The
vendor should thus have incentives to provide high quality
service and keep the system updated as technology
evolves, ensure swift error correction in the event of
operational disruption and assist the central bank with
enhancements and adaptations. The central bank and
system vendor have a common interest in the partnership
functioning satisfactorily.

Even though there is relatively broad consensus on the
core functions of a settlement system, an off-the-shelf
system does not necessarily meet the needs of all custom-
ers. For example, central banks differ in the way they
conduct money market operations, in their rules for
accepting collateral for central bank loans and in the way
they organise cash settlement for securities trading, and
accounting standards may differ from one country to
another. Even though banks in many countries use the
global standardised messaging system SWIFT, the stand-
ards can be applied in various ways, prompting a need
for national adaptations of messaging formats in any
event. Different central banks also have different kinds
of account holders. Some central banks offer accounts
only for banks; others provide payment and other banking
services for government agencies or other categories of
customers. Even an off-the-shelf settlement system will
therefore need to be adapted to a particular central bank’s
operating framework or practices. Norges Bank under-
estimated the challenges of adapting the standard system.

7. Demanding structure of external
IT providers

Norges Bank’s outsourcing model for both the software
and IT services for the settlement system has entailed a
need for further skills at the central bank. In-house
operation and development required an understanding of
technology and specific software solutions. Outsourcing
has revealed a need to follow up the service provider and
vendors and put in place appropriate structures to follow
up external parties. Merely having proper user rights
described in contracts is insufficient. An appropriate
structure for following up the service provider and
vendors is probably just as important for operational
stability and satisfactory deliveries.

Norges Bank has separate contracts with the system
vendor and IT services provider. Both contracts contain
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a service level agreement and operational stability provi-
sions for software and IT operations, respectively. There
are no agreements directly between the external suppliers.
The contracts have been written to eliminate any doubts,
insofar as this is possible, about which party is respon-
sible in the event of disruptions or failures. Furthermore,
the liability for non-compliance in third-party software
deliveries has also been defined. However, in the event
of non-compliance, it may be a challenge to identify
immediately the cause and thus which party is actually
liable. It is important for the external contractors to assist
Norges Bank and each other to correct the defect even if
liability has not been established.

Norges Bank holds regular separate service meetings
with both the IT services provider and the software
vendor to follow up deliveries and defects and deal with
any corrective actions.

8. Outsourcing alters the risk
environment

By outsourcing IT operations of and introducing off-the-
shelf software for its settlement system, Norges Bank has
substantially reduced the risk of errors and operational
disruptions. Norges Bank is no longer dependent on
software developed in-house and originally designed for
other purposes, or on technical expertise confined to a
small number of employees on complex technical aspects
of the system. System operation and development are
now being provided by specialist undertakings, where
functions are performed by a team of professionals
expected to have broader IT expertise and who are more
qualified to maintain and develop the necessary expertise
in this area.

However, outsourcing has brought with it new risks,
including those relating to dependencies of the contrac-
tors’ finances, strategies and priorities of resources and
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management attention. For example, the service provider
or software vendor may no longer give priority to central
banks, or they may encounter financial difficulties owing
to failed investment strategies or the loss of customers
in other market segments. Following up Norges Bank can
be impaired and the company may give lower priority to
developing expertise in the area. Strategic changes of this
nature may also be the result of an acquisition or merger.

Furthermore, there is a limited market for off-the-shelf
software for central bank settlement systems and vendors
specialised in these products may encounter financial
difficulties and thus problems spending sufficient
resources to satisfactorily follow up maintenance and
other deliveries or ensure necessary system upgrades.

Lastly, if the IT service provider experiences major
disturbances in its infrastructure causing operational
problems in the service level to several customers, Norges
Bank may, due to the relatively low share of the com-
pany’s total cash flow, not receive the desired manage-
ment focus and resources required to resolve the prob-
lems.

Even though Norges Bank’s experience of the out-
sourced solutions has been positive so far, and operational
stability has been excellent for a long period of time, the
need for adjustments to the outsourcing strategy may
arise at a later point in time.
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