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Selected key figures

NOK 338.6bn
Daily turnover in Norges Bank’s 
settlement system

118
Number of banks

NOK 35bn
Value of banknotes ﻿
in circulation

NOK 10.6m
Daily number of transactions 
in the Norwegian Interbank 
Clearing System (NICS)

104bn
Daily turnover in 
securities settlement

82%
Share of peer-to-peer 
payments made on a ﻿
mobile phone

Daily turnover in Norges Bank’s settlement system: Average for 2022. Source: Norges Bank﻿
Number of banks: Number of banks with an account with Norges Bank. At year-end 2022. Source: Norges Bank﻿
Value of banknotes in circulation: Value of banknotes in circulation at year-end 2022. Source: Norges Bank﻿
Daily number of transactions in the Norwegian Interbank Clearing System (NICS): Average for 2022. Source: Bits﻿
Daily turnover in securities settlement: Gross turnover. Average for 2022. Source: Euronext Securities Oslo.﻿
Share of peer-to-peer payments made on a mobile phone : Survey conducted in spring 2023. Source: Norges Bank﻿
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Financial Infrastructure 
Report 2023 – In a nutshell
The payment system and other financial infrastructure are secure and efficient. 
At the same time, the payment system is in need of further enhancement and 
contingency arrangements need to be strengthened, so that the public can also 
continue to pay securely and efficiently in NOK in the future. 

Cyber testing under a new 
framework is under way
Norges Bank and Finanstilsynet 
(Financial Supervisory Authority 
of Norway) have introduced a 
framework for testing the cyber 
resilience of the banking and 
payment systems. Testing, which 
simulates real attacks, is now 
under way. The purpose is to 
strengthen the cyber resilience 
of financial sector entities and 
thus promote financial stability.  

The need for independent 
contingency arrangements should 
be assessed
Risks have intensified and the 
threat landscape has expanded 
in recent years, and it should be 
assessed whether, in addition to 
cash, contingency arrangements 
that are more independent of the 
ordinary payment system are 
needed. Such arrangements would 
come in addition to the individual 
financial market infrastructure’s 
continuity and contingency plans. 
Norges Bank will engage in 
dialogue with other authorities 
and the industry on this issue. 

Having an array of payment 
options increases consumer 
preparedness
The consequences for consumers 
of technical disruptions of the 
payment system would be less 
serious if consumers have an array 
of payment options. These may be 
different types of payment cards, 
accounts in more than one bank 
and some cash available. 

Norges Bank is studying the 
settlement system of the future
Interbank payments in NOK are 
settled with finality in Norges 
Bank’s settlement system. In the 
coming years, the Bank will study 
and decide on the future design of 
Norges Bank’s settlement system. 
A key question is whether it will 
build on the current model or 
whether other solutions, such as 
participation in the Eurosystem’s 
TARGET2 system, are more 
appropriate. 

Work on a CBDC is being 
stepped up
Norges Bank is now stepping up its 
efforts to study whether the public 
should have access to a central 
bank digital currency (CBDC) in 
addition to cash. In the period to 
2025, the Bank will analyse the 
possibilities afforded by, and the 
impact of, a CBDC and test and 
evaluate candidate solutions. 

The authorities should consider 
a national strategy for regulating 
crypto-asset markets
There is ongoing work world-wide 
to develop and establish regula-
tions for crypto-asset markets, but 
it is uncertain how long this will 
take. The Norwegian authorities 
should assess whether to proceed 
more quickly rather than wait for 
international regulatory solutions. 
Norges Bank can contribute to 
such assessments and to regula-
tion that promotes responsible 
innovation.



Norges Bank Financial Infrastructure Report 2023 4

Introduction

Norges Bank’s Financial Infrastructure Report
In its annual Financial Infrastructure Report, Norges Bank discusses 
developments, vulnerabilities and risks in the financial infrastructure. 
The Report is a part of Norges Bank’s work to promote financial stability 
and to contribute to an efficient and secure financial infrastructure. 

Norges Bank’s other reports on financial 
stability
In its bi-annual Financial Stability Report, Norges Bank assesses 
vulnerabilities and risks in the financial system, with a focus on the long-
term, structural features of banks, financial markets and the Norwegian 
economy that are of importance for vulnerabilities and risks in the 
financial system.

Norway’s financial system provides a comprehensive overview of 
Norway’s financial system, its tasks and the performance of these tasks.

Introduction
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Executive Board’s assessment	Executive 
Board’s 
assessment
To ensure that the public can continue to pay 
securely and efficiently in NOK in the future, 
Norges Bank is assessing a central bank digital 
currency (CBDC) and a next generation settlement 
system. Norges Bank will take the initiative to evaluate 
whether there is a need to strengthen the payment 
system’s contingency arrangements. 

The Executive Board considers the current Norwegian financial infra-
structure to be secure and efficient. Operation has been stable, and 
payments can be made swifty and at low cost. 

The payment system is in need of further enhancement, so that the public 
can also continue to pay securely and efficiently in NOK in the future. 
This also applies within Norges Bank’s areas of responsibility.

Payments in NOK are settled with finality in Norges Bank’s settlement 
system. By the end of 2025, Norges Bank will decide on the design of the 
next generation settlement system. A key question is whether to retain 
the current model or whether other solutions may be more appropriate. 
An alternative is participation in the Eurosystem’s services for settling 
payments (T2). At the same time, Norges Bank is continuing its discus-
sions with the European Central Bank (ECB) on possible participation in 
the Eurosystem’s TARGET Instant Payment Settlement (TIPS) service. 
These discussions will be coordinated with the assessments of the next 
generation settlement system.

Norges Bank is assessing whether the public should have access to a 
central bank digital currency (CBDC) in addition to cash. A CBDC can 
serve as a means of settlement trusted by all, also in new payment 
arenas, promote responsible innovation and improve payment 
contingency arrangements. In the period to 2025, the Bank will analyse 
the possibilities afforded by, and the impact of, a CBDC and will test and 
evaluate candidate solutions. The Bank will evaluate various forms of a 
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Executive Board’s assessment
CBDC against the use of other instruments, such as regulation of private 
means of payment and payment systems. The assessment of a CBDC 
raises complex issues, and the current payment system in Norway 
functions well. This implies that we should not proceed with undue haste. 
Nevertheless, against the backdrop of falling cash usage, the emergence 
of new money and payment systems and work on CBDCs in other 
countries, introducing a CBDC is regarded as more relevant now than 
when the Bank’s research into this issue began in 2016.

Even though usage is low, cash is important for a secure and efficient 
payment system. Cash is part of the contingency arrangements should 
electronic payment solutions fail and is important for those that do not 
have the skills or opportunity to use digital payment solutions. Norges 
Bank has on numerous occasions provided input on new regulations on 
the use of cash. In recent years, regulations have been implemented with 
the aim of increasing the availability of cash. Furthermore, last year, a 
proposal to clarify consumers’ right to pay cash was circulated for 
comment by the Ministry of Justice and Public Security. The Executive 
Board is of the opinion that such a clarification will ensure that cash 
remains easy to use.

The new EU Markets in Crypto-assets Regulation (MiCA) is expected to 
enter into force in the EU within one to two years and will likely also apply 
to Norway. Some types of risk associated with crypto-assets are covered 
by general regulations. At the same time, there is a need for further 
regulation specific to crypto-assets. Other regulatory conditions can also 
affect the scope of crypto-asset activity in Norway. An international 
regulatory framework is crucial. Nevertheless, the Norwegian authorities 
should assess whether to proceed more quickly rather than wait for 
international regulatory solutions. Norges Bank will contribute to such an 
assessment and to regulation that promotes responsible innovation. 

Security and contingency arrangements are fundamental to an efficient 
payment system. Faults and disruptions in the financial infrastructure can 
impair the ability to execute payments and have serious repercussions 
for society. Geopolitical developments have intensified risks and 
expanded the threat landscape. It is therefore necessary to strengthen 
contingency arrangements. While this will require increased use of 
resources, the cost of inadequate contingency planning may be much 
greater.

Secure individual financial market infrastructures (FMIs) and adequate 
solutions for dealing with disruptions and faults are the first line of 
defence in contingency arrangements for payments. The impact of 
technical disruptions to the payment system can be reduced if 
consumers have an array of payment options available.

In Norges Bank’s view, an assessment should be made of whether, in 
addition to individual FMIs’ continuity and contingency arrangements, 
other contingency arrangements independent of the ordinary payment 
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Executive Board’s assessment
system are needed. Norges Bank will engage in dialogue with other 
authorities and the industry on this issue.

In recent years, Norges Bank has collaborated with Finanstilsynet 
(Financial Supervisory Authority of Norway) on the introduction of cyber 
security testing in Norway in accordance with TIBER-NO, the national 
adaptation of the ECB’s TIBER-EU framework. The purpose of TIBER 
testing is to increase the resilience of the banking and payment system 
against cyber attacks that can have systemic consequences. The first 
tests started in autumn 2022 and are scheduled to be completed in 
autumn 2023.

The payment system is dependent on other critical infrastructure such as 
electricity, telecommunications and the internet. Measures that increase 
the security and contingency arrangements of other critical infrastructure 
are therefore crucial for the payment system. The Security Act of 2019 is 
cross-sectoral and sets requirements for the proper level of security for 
the entities covered. As a follow-up to the Act, the authorities are working 
to identify basic national functions and cross-sectoral interdependencies. 
Such an integrated approach strengthens the basis for safeguarding 
national security interests. Norges Bank contributes to this work. 

Norges Bank has on several occasions pointed out that the payment 
system and other critical societal functions are dependent on a very few 
key IT service providers and data centres. In July 2022, the draft of a new 
Electronic Communications Act with a proposal to regulate data centres 
in Norway was circulated for comment in a supplemental consultation by 
the Ministry of Local Government and Regional Development. Norges 
Bank welcomes the proposal to supervise data centres and strengthen 
their contingency arrangements and supported the proposal in the 
Bank’s consultation response. 

The Executive Board

26 April 2023
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Section 11. Security and 
contingency 
arrangements
Risks have intensified and the threat landscape has 
expanded in recent years. Maintaining a secure 
payment system requires the efforts of individual 
entities and effective public-private cooperation. 
Cyber incidents can quickly spread across sectors, 
and contingency work in the various sectors must 
therefore be viewed in a broader context.

Russia’s invasion of Ukraine and the current geopolitical situation have 
intensified risks and expanded the threat landscape. Norway is one of the 
world’s most digitalised countries. Cyber attacks are a weapon of war 
and conflict. Cyber incidents can spread quickly across sectors and 
potentially impact financial stability. Resilience against cyber attacks 
needs to be strengthened, and public-private coordination is needed. In 
May 2023, the Norwegian National Security Authority (NSM) published a 
number of recommendations in the area of security intended to increase 
cyber resilience in Norway.1

Faults and disruptions in the financial infrastructure and other critical 
infrastructure, such as electricity, telecommunications and the internet, 
can impair the ability to make payments and maintain other critical 
functions. The societal impact of a payment system disruption may be 
more pronounced than the consequences for the system’s owners. The 
payment system is therefore subject to strict security, regulatory and 
supervisory requirements.

Security and contingency work requires the efforts of individual entities 
at sectoral and cross-sectoral level: Secure financial market infrastruc-
tures (FMIs) with effective solutions in place to deal with disruptions and 
faults are the first line of defence in the payment system’s contingency 
arrangements. Collaboration between public authorities and private 
payment system operators strengthens contingency arrangements at a 
sectoral level. An array of alternative means of payment also contributes 

1	 See NSM (2023a) (in Norwegian only).

Section 1
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Section 1
to the payment system’s overall contingency arrangements. Adverse 
events can have a wide-ranging impact and spread across sectors via 
interconnectedness and interdependencies. Together with intensified 
risks and the expanded threat landscape, this has highlighted an 
increased need for comprehensive sectoral and cross-sectoral 
contingency arrangements.

Norges Bank’s supervision and oversight of individual FMIs
Banks settle payments made in NOK with finality in Norges Bank’s 
settlement system (NBO). In recent years, considerable resources have 
been devoted to strengthening the security of NBO by improving security 
controls and security surveillance and by increasing internal capacity.

Norges Bank is a supervisory and oversight authority for individual FMIs 
(see further discussion of Norges Bank’s responsibilities in the Annex). 
System operation and development of FMIs has largely been outsourced. 
IT providers are therefore crucial for critical functions in the payment 
system and other FMIs. Even though these tasks have been outsourced, 
responsibility for them rests with FMI owners. For Norges Bank, it is 
important that FMIs are required to maintain sufficient expertise and 
capacity for managing and controlling deliveries from IT providers. In 
Norges Bank’s assessment, there is still a need to reduce dependence on 
providers to ensure that, when necessary, switching providers is efficient 
and robust. For this to also be a realistic alternative in any situation, 
including when a change needs to occur at short notice, FMI owners 
must have made preparations for efficient switching of providers in plans 
and contracts and in terms of resources and expertise. Norges Bank 
follows up on this in its supervisory and oversight work.

Intensified risks and an expanded threat landscape raise questions 
regarding the resilience of critical infrastructure to extraordinary 
situations that not long ago were considered to be unrealistic worst-case 
scenarios. Contingency arrangements need to be strengthened. Critical 
infrastructure must be subject to national governance and control 
in order to ensure adequate continuity and back-up solutions, so that 
necessary and effective measures can be implemented in a contingency 
situation. Requirements for critical infrastructure to be operated in 
Norway or for operational back-up solutions to be established in Norway 
can facilitate supervisory and oversight efforts at national level and 
ensure that critical systems are available in crisis situations. On the other 
hand, operational or back-up solutions located outside of Norway may 
increase system availability in other crisis scenarios.

The use of cloud services is becoming increasingly common (see box 
on page 11). A number of financial and non-financial businesses are 
shifting from a strategy where cloud services are used primarily for 
support functions to one where the use of cloud services is expanded to 
include core functions. Large cloud service providers contribute to inno-
vation and the development of services, including IT security, by utilising 
economies of scale. At the same time, the use of cloud platforms 
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Section 1

presents many of the same challenges as a more conventional operating 
environment. Many IT security incidents normally stem from system 
misconfiguration and complexity. System owners therefore need 
sufficient expertise and resources and a strong security culture in order 
to manage and control IT deliveries satisfactorily. Solutions must also be 
designed to be secure and easy to use and administer.

The cloud services market is dominated by three global tech giants 
(Google, Amazon and Microsoft). Incidents at cloud service providers can 
have a global impact. The internal security incident in Microsoft’s Azure 
cloud platform in September 2022 illustrates how broad the repercussions 
of an incident can be. A misconfiguration exposed the data of around 
65 000 customers. The incident is referred to as “Bluebleed”.

NSM’s February 2023 report Risiko 2023 [Risk 2023] highlights the 
vulnerability ensuing from Norway’s national dependence on a very small 
number of foreign cloud service providers and a handful of large, 
centralised data centres.2

To reduce Norway’s overall dependence on international cloud plat-
forms, NSM has worked on developing concepts for providing secure, 
efficient and flexible services for the central government administration. 
A number of alternatives with varying degrees of state ownership and 
control will be considered in NSM’s study, with concept proposals 
scheduled to be ready by June 2023.

Norges Bank’s work at a sectoral level
Norges Bank is tasked with overseeing the payment system and other 
financial infrastructure and contributing to contingency arrangements.

In Norges Bank’s view, an assessment should be made of whether, in 
addition to individual FMI’s continuity and contingency arrangements, 
other contingency arrangements independent of the ordinary payment 

2	 See NSM (2023b) (in Norwegian only).

Cloud services
Cloud services are a collective term for everything ranging from 
data processing and storage to software available from third-party 
server parks.

Cloud services are normally divided into different operational 
models that provide customers with a certain degree of control of 
applications, networks, servers, operating systems and storage 
options. Typically, computing power can be adapted to customers’ 
capacity needs, and customers only pay for what they actually use. 
Installation, operation and updating processes can be simpler and 
more efficient compared with a traditional operating environment.



Norges Bank Financial Infrastructure Report 2023 12

Section 1
system are needed. In that case, such solutions would come in addition 
to the individual FMI’s continuity and contingency arrangements.3 
Norges Bank would like to engage in a dialogue with other authorities and 
the industry in this regard.

Cash is part of overall contingency arrangements should the payment 
system fail. Norges Bank is responsible for supplying banks with cash and 
meeting the public’s demand for cash, even in crisis situations. Norges 
Bank is assessing how cash-related contingency arrangements in the 
Bank’s area of responsibility should be adapted to an evolving risk and 
threat landscape. This concerns measures to ensure that Norges Bank is 
capable of meeting the need for more cash in different crisis situations. 
Norges Bank also points out certain actions that households can take to 
strengthen their payment contingency arrangements (see discussion on 
page 14). In the assessment of whether Norges Bank should issue a 
central bank digital currency (CBDC), contingency arrangements are key 
considerations (see also section on CBDC on page 20).

Effective information sharing and cooperation are essential for dealing 
with critical incidents quickly. An example of such cooperation between 
financial institutions is the sharing of information about digital threats, 
vulnerabilities and security incidents through Nordic Financial CERT4 
(NFCERT). NFCERT was established in 2017 and has members in all Nordic 
countries. The Financial Infrastructure Crisis Preparedness Committee 
(BFI) is an example of a public-private collaboration. The BFI brings 
together authorities and private entities to prevent and coordinate the 
handling of incidents with the potential to cause major disruptions to the 
financial infrastructure. The BFI conducts annual exercises.

In recent years, Norges Bank has collaborated with Finanstilsynet on the 
introduction of cyber security testing in accordance with TIBER-NO5, 
the national adaptation of the TIBER-EU framework developed by the 
European Central Bank (ECB). The purpose of TIBER testing is to increase 
the resilience of the banking and payment system against cyber attacks 
that can have systemic consequences.

TIBER has been introduced in Norway in consultation with the industry. 
Finanstilsynet and Norges Bank have identified critical functions in the 
banking and payment system, and the entities responsible for these 
functions participate in the TIBER-NO Forum. This means that they will 
test cyber resilience in accordance with the Norwegian implementation 
of TIBER-EU, with the first tests in Norway carried out in autumn 2022. 
TIBER tests simulate real attacks and provide insight into individual 
entities’ vulnerabilities and vulnerabilities that may have systemic 
consequences and implications for financial stability. A standardised 
testing programme is intended to ensure quality and comparability of 

3	 This effort must be delineated from the work planned for a commission to study the future role of cash. In 
Financial Market Report 2022, the Government announced its intention to establish such a commission. 
See Norwegian Government (2022a).

4	 Computer Emergency Response Team.

5	 Threat Intelligence-Based Ethical Red-teaming.
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Section 1
experience with testing, also across countries. A separate TIBER-Cyber 
Team (TCT-NO) has been established at Norges Bank to guide entities 
through the testing process.

TIBER will be one of a number of possible testing frameworks under the 
Digital Operational Resilience Act (DORA), which is a recently adopted EU 
legislative package (see box New EU/EEA rules for digital operational 
resilience in the financial sector on page 15).

Cross-sectoral contingency arrangements
The Government white paper Meld. St. 9 (2022–2023) “Nasjonal kontroll 
og digital motstandskraft for å ivareta nasjonal sikkerhet” [National 
control and digital resilience to safeguard national security] (Norwegian 
only) discusses the need for a uniform and long-term society-wide 
approach to national security. The white paper refers to the need for 
enhanced national security measures in the light of the geopolitical situa-
tion. Recommended measures include regulation and national ownership 
and control, a detailed inventory of security assets and increasing 
expertise and knowledge.6

To follow up the white paper, on 5 May, the Government presented a new 
digital security bill. If enacted, it will oblige entities with a particularly 
important role to maintain critical societal and economic activity, to 
comply with digital security requirements and report serious digital 
incidents. This will better equip entities to resist attacks on the digital 
systems on which they depend.7

The payment system is dependent on other critical infrastructure such as 
electricity, telecommunications and the internet. Measures that increase 
the resilience of other critical infrastructure are therefore vital for the 
payment system. A uniform approach to monitoring the security of critical 
societal infrastructure means that the same principles for governance 
and control should apply across sectors. This applies, for example, to 
outsourced cloud services, data centre services and IT services that 
provide support to fundamental national functions.

The Act relating to National Security (Security Act) is a cross-sectoral 
regulatory framework that is intended to safeguard the most critical 
functions in Norway. Each Ministry is responsible for identifying basic 
national functions in their sectors. The Ministry of Finance has identified 
two such functions relevant in this context: “the ability to finance the 
public sector” and “safeguarding society’s financial intermediation 
capabilities”. Furthermore, the ministries are tasked with designating 
entities of significant or material importance to basic national functions 
and any sensitive assets on which they depend. Norges Bank and 
Finanstilsynet assist the Ministry of Finance in this work and also partici-
pate in the Norwegian National Security Authority’s forum for supervisory 
authorities in the area of cyber security.

6	 See Norwegian Government (2022b) (in Norwegian only).

7	 See Norwegian Government (2023) (in Norwegian only).
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In July 2022, the draft of a new Electronic Communications Act with a 
proposal to regulate data centres in Norway was circulated for comment 
in a supplemental consultation by the Ministry of Local Government and 
Regional Development. In its consultation response, Norges Bank also 
emphasised the concentration risk posed by the dependence of a 
number of critical functions on a few key IT service providers and data 
centres. Such concentration risk may be difficult to manage by individual 
FMI owners. Norges Bank welcomes the proposal to supervise data 
centres and strengthen their contingency arrangements.

Consumer preparedness in the area of payments
Norway is one of the world’s most digitalised countries, also in terms of 
payment methods. FMIs’ continuity and contingency arrangements are 
the first line of defence in dealing with disruptions and serious incidents 
affecting electronic payment services. The repercussions of technical 
disruptions of electronic payment systems for consumers may be limited 
if each consumer has an array of payment options available. This could 
mean having different types of payment cards, accounts in more than 
one bank and a little cash on hand. Norwegian banks are solid and liquid, 
and the deposit guarantee scheme covers deposits of up to NOK 2m. 
Nevertheless, holding accounts in more than one bank increases 
consumers’ ability to make payments in the event of technical disruptions 
at a single institution.

Cash can be used even when the electronic back-up arrangements for 
the payment system are not functioning, but in some situations, cash can 
be difficult to obtain. Holding some cash will strengthen the individual 
consumer’s preparedness in the area of payments in situations where 
electronic back-up solutions are not functioning. According to the 
Norwegian Directorate for Civil Protection (DSB), in order for the 
authorities to prioritise resources in a crisis, individual contingency 
arrangements need to be robust. The DSB assumes that households 
should be equipped to manage on their own for at least three days. 
Holding some cash is part of this contingency preparedness. The amount 
of cash that individuals should hold depends on the size of the household 
and their current stock of basic necessities.
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New EU/EEA rules for digital operational resilience in the 
financial sector
Digital resilience and security requirements for the financial sector will be strengthened by the introduction of 
the EU Digital Operational Resilience Act (DORA). DORA and related regulatory technical standards will apply to 
the financial sector in the EEA and enter into force in 2025. DORA will supplement existing rules, superseding 
those in case of overlap.

The financial sector is becoming increasingly dependent on IT, with its complex value chains and dependencies 
on service providers. DORA is intended to promote innovation and competition and strengthen work on digital 
resilience in the financial sector and across sectors. An important aim is strengthening defences against cyber 
attacks.

DORA sets requirements for risk management, operational resilience testing, incident classification and 
reporting, monitoring third-party IT providers and information sharing. The requirements are proportional in 
the sense that requirements are stricter for entities that are larger or represent a potential systemic risk. 
Frameworks and forums are to be established at European level for monitoring providers to the financial sector.

The development of related regulatory technical standards was initiated in 2023 Q1 with different timelines and 
is being carried out by working groups established by European financial supervisory authorities. Finanstilsynet 
participates in the formulation of related regulatory technical standards as Norway’s representative, while 
maintaining a close dialogue with Norges Bank. The design of related technical standards will have implications 
for the focus and implementation of TIBER testing.

Financial supervisory authorities will be responsible for following up DORA, with Finanstilsynet assuming this 
role in Norway. For functions identified by Finanstilsynet as critical or important, advanced threat intelligence-
based security testing will be required at least every three years, corresponding to testing methodologies 
under the TIBER framework.
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Section 22. Central bank 
money and 
settlement
The payment landscape is marked by new 
technology, new payment methods and new payment 
providers. Norges Bank is tasked with providing a 
stable and efficient settlement system and ensuring 
that the Norwegian krone will be a secure, efficient 
and attractive means of payment in the future too.

2.1 Settlement system
Over the coming years, Norges Bank will study and decide on the 
future design of Norges Bank’s settlement system. A key question is 
whether the next generation settlement system will build on the 
current model or whether other solutions, such as participation in 
the Eurosystem’s settlement services for payments (T2), are more 
appropriate. 

The current settlement system
Norges Bank’s settlement system (NBO) is designed to be a secure and 
efficient platform for settlement in NOK. Today’s NBO was introduced in 
2009 and has delivered high-quality and stable services. Needed 
upgrades have been performed in recent years to ensure that the system 
is functional and technologically up-to-date, with a considerable effort 
devoted to increasing cyber resilience in the light of the evolving threat 
landscape.

Introduction of ISO 20022
Standard messaging formats developed by SWIFT (SWIFT FIN)8 are 
currently in use today for all payment messages and other communica-
tion to and from NBO. SWIFT messages contain a limited amount of 
information, and formats can vary across systems, which limits the ability 
of banks and their customers to automate payment processing.

8	 See Norges Bank (2022a) for a further discussion.

Section 2
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Section 2

There is a broad national and international consensus on a proposal to 
base payment messaging formats on the ISO 20022 standard, and in 
2018, the SWIFT board of directors decided to fully migrate a number of 
existing SWIFT FIN messages for cross-border payments to ISO 20022. 
This standardisation will enable banks and other financial infrastructure 
participants to use messages across FMIs. In addition, increased cross-
border standardisation will make it easier for banks to meet regulatory 
requirements (money laundering regulations, etc). The ISO 20022 format 
is more structured and will be able to contain more information than the 
previous messaging formats and thus facilitates increased automation 
and more efficient payment processing.

In 2020, Norges Bank initiated a project together with the banking 
industry to make the transition to ISO 20022 in NBO and other key parts 
of the payment infrastructure. Since autumn 2020, Norges Bank has 
collaborated with the central banks of Sweden and Iceland and the 
supplier of NBO’s core system to adapt the ISO 20022 messaging format 
for use in the Nordic region.

Norges Bank is planning to adopt the new ISO 20022 messaging format 
in NBO by November 2025.

Real-time payments
A well-functioning real-time payment solution is a key component of an 
efficient payment system. Real-time payments are payments where the 
funds are available in the payee’s account seconds after the payment is 
initiated. The share of payments settled in real time will likely increase in 
the coming years.

Norges Bank is exploring whether to offer real-time gross interbank 
settlement of retail payments in central bank money. The assessment 
so far is that participation in the Eurosystem’s TARGET Instant Payment 
Settlement (TIPS) service will be the best platform for developing 
Norwegian real-time payments in the years ahead. Following the 
Executive Board’s decision in October 2021, Norges Bank has entered 

Norges Bank’s settlement system
All electronic payments made in NOK are settled with finality 
between banks in NBO. This includes ordinary payments by 
households and firms, large payments in the financial and foreign 
exchange markets, and payments involving the public sector. 
NBO is also used to implement Norges Bank’s monetary policy.

NBO consists of a core Real Time Gross Settlement (RTGS) system 
for payment settlement and a subsystem to process banks’ 
collateral loans (SIL). The global SWIFT network is used as the 
primary channel for payment orders and other financial messaging.
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into formal discussions with the ECB on possible participation in TIPS.9 
A final decision on participation will be made once these discussions 
have been completed.

Work is in progress to expand Norway’s current real-time payment infra-
structure to support government payments. Norges Bank has entered 
into dialogue with Nordea, DNB, the Norwegian Government Agency for 
Financial Management (DFØ) and Bits AS (Bits) to clarify how banks, DFØ 
and Bits can facilitate this type of payment.10 Among other things, this 
requires the banking industry to enable the use of payment identifiers 
(eg customer identification (CID) numbers) in the existing real-time 
payment infrastructure.11 One aim is for the solution to be independent of 
existing clearing and settlement systems, so that it can also be used in 
the event of Norway’s participation in TIPS.

Background for assessing the next generation settlement system
Norges Bank is now exploring the design of the next generation NOK 
settlement system.

There are several reasons for this exploration:

	• Lifetime: The procurement process for the current core system (RTGS) 
started close to 20 years ago, and the system has been in operation for 
almost 14 years. Normally, a system’s expected lifetime is no longer than 
between 20 and 30 years, for both technical and functional reasons.

	• Requirements: A system’s requirements will normally change during its 
lifetime. Most of the innovation is being driven by private agents, but it is 
Norges Bank’s responsibility that the payment system’s basic infra-
structure permits innovation and international harmonisation, while 
safeguarding security and tailoring contingency arrangements to a 
more demanding risk landscape. Norges Bank will continue to develop 
the system’s basic infrastructure so that the Norwegian krone will be 
a secure and efficient means of payment in the future too.

	• Dependency on service providers: The production of settlement 
services is dependent on both internal and external inputs along the 
entire value chain, ranging from electricity and telecommunications to 
data centres, hardware, operational providers, software providers and 
service providers. Over the past 20 years, these areas have seen 
sweeping changes, including acquisitions, consolidation and the inter-
nationalisation of the provider market. A key part of the assessment will 
be evaluating the concentration risk and dependency on service 
providers associated with the alternative models.

9	 See Norges Bank (2021a).

10	 DFØ has entered into an agreement with DNB and Nordea for payment and account management services 
for government agencies. See Directorate for Public Administration and Financial Management (2022).

11	 See Norges Bank (2022a) for a further discussion.
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	• Delivery models: Delivery models have largely changed from being 

dedicated systems to service deliveries. Non-euro area countries can 
participate in the Eurosystem’s payment and securities platform 
TARGET Services, which was not an option when the current settlement 
system was established.

	• Partners: The RTGS has been managed in close cooperation with 
Sweden, Denmark and Iceland. Denmark has decided to join the 
Eurosystem’s TARGET Services platform from 2025, and Sweden's 
preferred direction going forward is to consider similar participation 
in the TARGET Services platform.12

	• Harmonisation: Customers and banks operate across borders, which 
makes the international standardisation and harmonisation of financial 
services increasingly important for providing efficient and competitive 
financial services.

The time now appears to be right to carry out a comprehensive assess-
ment as more than the half of the settlement system’s expected lifetime 
has passed, and needs, providers, delivery models and partners are 
changing. The geopolitical situation and future needs for contingency 
arrangements and cyber resilience make a such an assessment even 
more relevant.

Key issues
The key decision for the next generation settlement system once the 
study phase is complete will be whether the current model with a 
dedicated system should be continued or whether participation in the 
Eurosystem’s common platform is more appropriate. A hybrid model, 
where settlement services are provided in part from a dedicated 
platform and in part from a common platform, will also be considered.

In the assessments, key issues and considerations will be ascertained 
and analysed, such as:

	• Secure and stable operation: Ability to provide settlement services in 
normal situations, disruptions and crises and ensure the necessary 
resilience to cyber attacks. This includes assessing the need to intro-
duce new or alternative models for contingency arrangements adapted 
to future changes in the risk landscape.

	• Functionality and availability: Ability to meet changes in the demand for 
settlement services and ensure adequate availability for market partici-
pants, where services are harmonised with a larger market. Clarifying 
what participation in the TARGET platform may mean for NBO partici-
pants in terms of new opportunities and added value is also relevant.

	• Interoperability: Ability to communicate and seamlessly exchange 
data with other financial systems and platforms and compatibility with 
needed changes in market participants’ systems and infrastructure.

12	 See Sveriges Riksbank (2021).
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	• Liquidity management and monetary policy: Ability to manage 

liquidity effectively, for both Norges Bank and market participants and 
to implement monetary policy.

	• National governance and control: Assessment of the preventive 
security measures needed to provide a proper level of security for the 
various models in accordance with the provisions of the Security Act.

	• Cost efficiency: Assessment of cost efficiency for Norges Bank and 
relevant market participants.

The process ahead
In the period to the end of 2025, Norges Bank will decide on the design 
of the next generation NOK settlement system. The study phase will 
continue until autumn 2024 and be followed by a final decision. Norges 
Bank will involve relevant government bodies, the financial industry and 
market participants, thus ensuring that important needs and considera-
tions are taken into account. 

Norges Bank is continuing its formal discussions with the ECB on 
participation in TIPS, and the decision-making process will be 
coordinated with the overall assessment of the next generation settle-
ment system.

The final decision on the design of the next generation NOK settlement 
system will have to stand for around 30 years, ie a time horizon of until at 
least 2050. A long time horizon and predictability regarding changes in 
both the basic payment system infrastructure and other critical infra-
structure are important for creating the appropriate framework condi-
tions for the development of NOK payment services also in the years to 
come.

2.2 Central bank digital currencies
Norges Bank is assessing whether the public should have access to 
a central bank digital currency (CBDC) in addition to cash. A CBDC 
can serve as a means of settlement trusted by all, also in new payment 
arenas, promote responsible innovation and improve payment 
contingency arrangements. In the period to 2025, the Bank will 
analyse the possibilities afforded by a CBDC and its impact and test 
and evaluate candidate solutions. The Bank will evaluate various 
forms of a CBDC against the use of other instruments, such as 
regulation of private means of payment and payment systems. The 
assessment of CBDCs raises complex issues, and the current payment 
system in Norway functions well. This implies that we should not 
proceed with undue haste. Nevertheless, against the backdrop of 
falling cash usage, emergence of new money and payment systems 
and work of CBDCs in other countries, introducing a CBDC is regarded 
as more relevant now than when the Bank’s research into this issue 
began in 2016.
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International developments
A CBDC is a digital form of central bank money for general purpose users. 
So far, only a few central banks in developing countries and emerging 
economies have introduced a CBDC.13 For the time being, the use of 
CBDCs appears to be fairly limited, which can be attributed to a number 
of factors, such as their novelty and unfamiliarity among the public.

Many central banks are studying CBDCs and are typically focusing on the 
objectives and ramifications of introducing a CBDC, necessary charac-
teristics and legal implications. A number of central banks have devel-
oped different prototypes (simple test versions) to increase their 
knowledge about different technological solutions and how these 
solutions might help meet central banks’ objectives.

The ECB and the Eurosystem of central banks are now exploring design 
and distribution options for a digital euro.14 In autumn 2023, the ECB’s 
Governing Council will decide on whether to enter a new phase, including 
the development and testing of technical solutions. Sveriges Riksbank, 
the Bank of England, the Federal Reserve and the Bank of Japan are 
examples of other central banks that are studying a CBDC.

International organisations such as the IMF and the Bank for International 
Settlements (BIS) are also devoting considerable resources to analysing 
various issues related to CBDCs. The BIS Innovation Hub has been 
established to experiment with ways in which new technology can 
strengthen the financial system, with CBDCs as a focus area.

Norges Bank’s research
Norges Bank is researching whether introducing a CBDC is appropriate 
for ensuring that the Norwegian krone will be a secure, efficient and 
attractive means of payment in the future too. Falling cash usage, the 
potential of new technologies, and prospects for the establishment of 
new money and payment systems are important drivers behind this 
research. Introducing a CBDC may ensure access to a means of settle-
ment trusted by all, also in new payment arenas, promote responsible 
innovation and improve payment contingency arrangements.

Norges Bank is now approaching the end of an exploratory phase of 
experimental testing of different technical solutions and has also 
continued to analyse the objectives and ramifications of introducing 
a CBDC.

The purpose of experimental testing is to gather further knowledge on 
how different technologies can deliver the necessary characteristics of 
a CBDC, while highlighting economic and regulatory issues related to the 
use of these technologies. Experimental testing will also help provide 
Norges Bank with the competence needed for assessing the future path of 
its work on a CBDC, including candidate technologies for further testing.

13	 The Bahamas, Nigeria, the Eastern Caribbean Economic and Currency Union and Jamaica have introduced 
a CBDC, while China, India, Ghana are Uruguay are running or have run pilot projects involving actual 
payments.

14	 See ECB (2023).
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In this work, Norges Bank is in dialogue with a wide range of private 
stakeholders (including Norwegian and global tech and payment 
companies and banks established in Norway), public authorities, 
end-user representatives, other central banks and international 
organisations, such as the BIS. The Bank’s research includes 
considerable outreach activity. The Bank has organised a number of 
conferences, workshops and hackathons in collaboration with other 
stakeholders.

A CBDC, if adopted, needs to have a wide range of characteristics to fulfil 
its objectives.15 For example, a CBDC must have the same value as cash 
and bank deposits. To serve as a back-up solution, the CBDC system 
needs a sufficient degree of technical independence from systems 
operated by banks. The CBDC system must also fulfil statutory privacy 
requirements. In some cases, it will also be necessary to strike a balance 
between characteristics. For example, a CBDC must be controlled by 
Norges Bank, while at the same time promoting the development of 
third-party services.

Different test cases have shed light on how solutions can deliver the 
necessary characteristics of a CBDC (Chart 2.1). Examples from test 
cases are CBDC issuance and destruction, mass payments and cross-
border payments. Analysis work and experimental testing have comple-
mented each other. In areas where the Bank itself has not conducted 
adequate testing, the research has benefitted from tests and analytical 
work conducted by other parties.

Norges Bank is exploring several technological solutions for a CBDC. 
Both more traditional payment technology and token technology16 have 
the potential to retain some of the important characteristics of cash, 
while also enabling the use of central bank money for distance payments. 

15	 See Norges Bank (2021b).

16	 A token is an object of value in a cryptocurrency system. Cryptocurrencies are units in a distributed ledger 
or decentralised data system.

Chart 2.1 Testing
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At the same time, token-based solutions can offer innovative functionali-
ties such as programmable payments. However, there is uncertainty 
associated with this technology, and further study is needed. For that 
reason, this technology has been the particular focus of experimental 
testing.

Norges Bank has primarily chosen to test technologies based on open-
source code17. Open-source code provides the freedom to carry out 
testing without being dependent on access to proprietary technologies, 
which makes collaboration with vendors and alliance partners simpler 
and more flexible.

Testing has primarily involved using a prototype based on token tech-
nology and open-source code. The prototype is a simple core CBDC 
infrastructure: a register of money issued and functionalities for CBDC 
issuance, destruction, distribution and settlement. In September 2022, 
the prototype’s source code was made public as open source, thus 
enabling interested parties to experiment with the source code. More 
limited testing of other technologies has also been conducted.

Testing required Norges Bank to finance development projects and 
collaborate with alliance partners with a desire and capacity to partici-
pate in testing. A diverse array of market participants and stakeholders 
have participated.

Norges Bank has also participated in or closely followed studies and 
experimental testing of CBDCs around the world. The Bank has devoted 
the most time to “Project Icebreaker”, a research collaboration with 
Sveriges Riksbank, the Bank of Israel and the BIS Innovation Hub on 
a solution for cross-border payments using CBDCs.18 Through such 
collaboration, the Bank also learns more about different CBDC 
prototypes and how other central banks are studying CBDCs.

A CBDC as an independent contingency payment solution
To serve as a contingency payment solution, a CBDC system must be 
able to function with a sufficient degree of independence from payment 
systems operated by banks. This means that the same incident must not 
disable both the core CBDC infrastructure and the systems operated by 
banks at the same time. For contingency reasons, a CBDC must be able 
to be used with at least one payment instrument that is independent of 
payments using bank deposits. This does not prevent a CBDC from also 
being the source of money for some of the same payment instruments 
where bank deposits are also a source of money (Chart 2.2).

As a back-up, it is also an advantage that a CBDC can be used for 
payments where there is no contact between the register/account 
system and the user interface (offline payments). One solution is for the 
funds to be stored locally in the payment instrument and transfers 
between users made in close proximity.

17	 Open source code is source code that is made freely available for possible modification and distribution.

18	 See BIS (2023).
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Work going forward
The Bank is nearing the end of the current phase of its research into a 
CBDC, and the results will be published in the series Norges Bank Papers 
in autumn 2023.

This research has been ongoing since 2016, and resources have been 
limited compared with studies by other central banks. Introducing a 
CBDC raises complex issues, and the current payment system in Norway 
functions well, which implies that we should not proceed with a decision 
with undue haste. However, Norges Bank wishes to be well prepared if 
the introduction of a CBDC becomes necessary to ensure that the 
Norwegian krone will be an efficient, secure and attractive means of 
payment in the future too. Against the background of falling cash usage, 
emergence of new money and payment systems and work on CBDCs in 
other countries, introducing a CBDC is regarded as more relevant now 
than when the Bank’s research into this issue started in 2016.

Norges Bank’s CBDC work will be stepped up from autumn 2023. In line 
with the strategy for the period 2023–2025, the Bank will make prepara-
tions to introduce a CBDC. The Bank will continue to analyse the possibili-
ties afforded by a CBDC and the ramifications of introducing one and will 
test and evaluate candidate solutions. To gather data and contribute to 
international standardisation and collaboration efforts, the Bank will work 
together with other central banks and international organisations. The 
Bank will also continue discussions and collaborate with stakeholders in 
Norway. As part of a decision basis, the Bank will assess various forms of 
CBDC against the use of other instruments, such as the regulation of 
private means of payment and payment systems. The final decision on 
whether to introduce a CBDC must be made by the Storting (Norwegian 
parliament).

Chart 2.2. Illustration of payment alternatives using a CBDC and bank 
deposits at points of sale
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Even though cash usage is low, cash has characteristics that are 
essential to a secure and efficient payment system. In recent years, 
regulation has been introduced to increase cash availability. Further-
more, last year, the Ministry of Justice and Public Security circulated 
for comment a proposal to clarify consumers’ right to pay cash.

The share of cash payments at points of sale and between private indi-
viduals (person-to-person) has declined over many years and fell further 
during the pandemic. At the same time, society on the whole has become 
increasingly digitalised, and payment habits have changed. New types of 
money and payment systems and new operators have entered the 
market, thus reducing the importance of cash in normal situations for 
most people. Norway is one of the countries with the lowest cash usage 
in the world.19 In surveys conducted by Norges Bank, approximately 
3%-5% of respondents report that they used cash for their most recent 
payment.20

Even though cash usage is low, cash will also play a key role in the 
payment system ahead. This is because cash has important characteris-
tics and functionalities that other means of payment and payment instru-
ments lack and that promote a secure and efficient payment system. 
Ultimately, cash is the only alternative if the electronic payment solutions 
should fail completely. Cash is also important for individuals who do not 
have the skills or opportunity to use digital payment solutions. In addition, 
cash is a claim on Norges Bank and thus without credit risk.21

For cash to be able to fulfil its functions, it must be sufficiently available 
and easy to use, ie ensuring that the general public has real opportunities 
to obtain and use cash.

Availability
In parallel with lower cash usage, banks have reduced their cash services 
over many years, which may undermine the ability to use cash in normal 
situations and as a contingency solution. Regulation is therefore neces-
sary to ensure the sufficient availability of cash.

The main elements of such regulation are now in place. Section 16-4 of 
the Financial Institutions Act stipulates: “Banks shall, in accordance with 
customer expectations and needs, accept cash from customers and 
make deposits available to customers in the form of cash”. Section 16-7 of 
the Financial Institutions Regulation stipulates that this obligation also 
applies when demand for cash has increased as a result of disruptions in 
electronic payment systems.22 The obligation applies to all Norwegian 

19	 The value of cash as a share of M1 is about 1.3%. Narrow money (M1) is defined as the money-holding 
sector’s holdings of Norwegian banknotes and coins and the sector’s deposits in transaction accounts in 
NOK and foreign currency.

20	 See Norges Bank (2023).

21	 Cash also plays a key role as legal tender and payment alternative that provides users with a choice and 
promotes competition. Cash also provides anonymity in payment situations, which is positive for individu-
als’ privacy needs but may be negative if used for economic crime.

22	 Risk-mitigating effects of electronic contingency arrangements can be taken into account.
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banks and can be met under the auspices of the banks themselves or 
through an agreement with other cash service providers (cf Section 16-8 
of the Financial Institutions Regulation).23

There are still shortcomings and vulnerabilities associated with the 
provision of cash services, particularly related to the ability of business 
customers to make cash deposits, and the banks’ provision of cash 
services are being increasingly funnelled through a single solution: 
“Kontanttjenester i butikk” (KiB) (in-store cash services). This solution 
requires the use of a BankAxept card and PIN code and depends on 
functioning point-of-sale (POS) terminals and electronic systems. KiB 
cash services will often be adequate for consumers but are not available 
to individuals that do not have a BankAxept card, nor do they meet the 
needs of business customers with larger volumes of cash.24

If the electronic payment system fails, a back-up solution is in place, 
which allows POS terminals to continue to function for some time. 
However, KiB cash services are unavailable when the back-up solution 
is in use. Thus, the back-up solution does not fulfil banks’ cash service 
obligations but may be taken into account in banks’ contingency plan-
ning. If the back-up solution is expanded to comprise cash withdrawals 
(and deposits) through in-store cash services (KiB), it could also be part 
of cash contingency arrangements.25

Norges Bank assumes that the clarification of banks’ cash service 
obligations will mitigate shortcomings and vulnerabilities associated with 
the provision of cash services ahead.

For many years, banks have worked together on a regulation related to 
cash withdrawals from ATMs using BankAxept cards. The owners of 
ATMs have been able to charge banks a specified amount (an interbank 
fee) when the banks’ customers use an ATM. Owners of ATMs have not 
been permitted to charge fees over and above this interbank fee. In 
recent years, the level of the interbank fee has been low relative to an 
ATM’s operating costs. The arrangement is the responsibility of Bits AS 
(Bits), and on 19 April 2023, the board of directors of Bits approved the 
phasing-out of the rules governing interbank fees for cash withdrawals 
from ATMs from 31 October 2023. ATM owners will then be able to 
establish their own business models for financing their ATMs and charge 
fees directly to ATM users. Norges Bank will closely monitor how this will 
affect developments in the area of cash services ahead.

Ease of use
Shops and service providers have been increasingly refusing cash as a 
means of payment for some time. Clarity regarding consumers’ right to 
pay cash is therefore crucial. On 1 September 2022, the Ministry of 

23	 Section 16-8 of the Financial Institutions Regulation entered into force on 1 October 2022.

24	 Norges Bank submitted its assessment of developments in the provision of cash services in a letter of 
25 February 2021 to Finanstilsynet and the Ministry of Finance. See Norges Bank (2021c) for a further 
discussion.

25	 See Norges Bank (2021c) and Norges Bank (2022b) for a further discussion of in-store cash solutions and 
POS terminal contingency arrangements.
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Justice and Public Security circulated for comment a proposal to 
strengthen consumers’ right to pay cash. The proposal is primarily a 
clarification of the current provisions of the Financial Contracts Act. In the 
consultation proposal, the right to pay cash is understood to be a right 
that cannot be rescinded by standard terms and conditions. Further-
more, businesses will be obliged to allow consumers to pay cash for 
goods and services sold in permanent, serviced business premises. 
The proposal is largely in line with previous input from Norges Bank. The 
Bank is of the opinion that the proposed clarification will be an important 
contribution in ensuring that cash remains easy to use and supported the 
proposal in the Bank’s consultation response.26 In its consultation 
response, the Bank refers to the importance of clearly defined sanctions 
to ensure consumers’ right to pay cash.27 Moreover, Norges Bank urged 
that this work be given priority.

Larger-scale failure of critical infrastructure
Banks are also responsible for ensuring that cash services are available 
to their customers in situations where electronic payment systems fail. To 
deal with more serious scenarios, such as a large-scale failure of critical 
infrastructure, banks cannot bear sole responsibility for arrangements to 
provide cash to customers. Before such a situation arises, there is a need 
to clarify what are considered appropriate cash contingency arrange-
ments, along with the division of labour and responsibilities among 
governmental bodies, the banking industry and other entities. 

26	 See Norges Bank (2022b).

27	 See Norges Bank (2019).
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Section 33. Crypto-asset 
regulation
The new EU Markets in Crypto-assets Regulation 
(MiCA) is expected to enter into force in the EU within 
one to two years and will probably also apply to 
Norway. Some types of risk associated with crypto-
assets are covered by general regulations such as 
criminal law and regulations that also apply to other 
financial activity. At the same time there is a need for 
further development of specific regulations for 
crypto-assets. Other regulatory frameworks can also 
affect the scope of crypto-asset activity in Norway. 
Cross-border regulation is crucial. Norwegian 
authorities should nevertheless assess whether to 
proceed more quickly rather than wait for inter
national regulatory solutions. Norges Bank will 
contribute to such assessments and to regulation 
that promotes responsible innovation.

Today, crypto-assets28 are primarily used for speculation and investment. 
There are no large institutional investors or financial institutions in 
Norway or internationally that have substantial exposures to crypto-
assets, and they are still rarely used for ordinary payments. At the same 
time, other applications are evolving, such as decentralised finance.29 
Cypto-assets may gain increased importance for financial stability and 
ordinary payments. Regulation is necessary both to protect users and to 
address societal considerations, such as combating crime and 
promoting financial stability.

International regulatory developments
A number of specially adapted crypto-asset regulations are under 
development. One of the aims of new rules proposed by the Basel 

28	 Collective term for cryptocurrencies, stablecoins and tokens. Stablecoins are crypto-assets that aim for a 
stable value against a reference eg USD. See Norges Bank (2022a) for further definitions of terms.

29	 Decentralised finance is financial products and services that are implemented in smart contracts and 
decentralised technology. Smart contracts are computer programs that automate services between 
parties according to predefined conditions. Examples of decentralised finance can be decentralised 
exchange platforms, loan platforms or platforms for trading in financial instruments.

Section 3
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Committee regarding capital requirements relating to banks’ crypto-
asset exposures is to contribute to risk containment.30

In the EU, the Markets in Crypto-assets Regulation (MiCA) has been 
debated by the Council and the Parliament and is nearing final approval.31 
MiCA will be applicable in all member states within 12–18 months of 

30	 See BCBS (2022).

31	 See EPRS (2022). The EU Parliament endorsed the MiCA regulation on 20 April 2023 (see European 
Parliament (2023)).

Developments in crypto-asset markets
Developments in crypto-asset markets have been turbulent over the past year. Value fluctuations 
have been pronounced (Chart 3.1), many systems have failed and a number of market participants 
have declared bankruptcy. In May 2022, the algorithmic stablecoin1 USD Terra collapsed, which at 
the time was the third largest stablecoin. Along with a broader market decline, this contributed to 
the financial difficulties faced by many crypto-asset investors in summer and autumn 2022, and 
subsequently resulted in their filing for bankruptcy protection. An example is the cryptocurrency 
exchange FTX, which collapsed in November 2022, along with a number of affiliates. One stablecoin 
(USDC), considered safe by market participants, has experienced turbulence and considerable 
breaches of parity as a result of problems at the US Silicon Valley Bank in spring 2023.

Volatility and negative events have primarily affected individual investors, particularly retail inves-
tors. Silvergate, a small US bank that offered banking services to the crypto industry, saw customers 
withdraw substantial deposits in January 2023.2 In March, it became known that Silvergate would 
discontinue its banking operations. A number of US banks have experienced problems this spring, 
and prices for some cryptocurrencies have subsequently risen.

Chart 3.1 Developments in crypto-asset markets
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1	 Rather than being backed by external assets, an algorithmic stablecoin is a stablecoin that seeks to maintain stable value through internal 
mechanisms that maintain supply and demand in equilibrium around a stable value (See Norges Bank 2022a).

2	 See Financial Times (2023).
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approval. MiCA applies to a range of service providers in crypto-asset 
markets and also covers different kinds of market abuse. The regulation is 
intended to promote consumer protection, market integrity, innovation 
and financial stability. The Ministry of Finance will assess EEA relevance 
and implementation in Norway.

The MiCA regulation targets a number of risk-generating activities related 
to crypto-assets, although coverage is not exhaustive. Such targeted 
regulation often fails to capture risk related to the newest technological 
developments and activities and can therefore be insufficiently resilient 
to developments and circumvention made possible by technological 
innovation. For example, MiCA does not cover a considerable amount of 
the developments in decentralised finance as the regulation’s primary 
focus is on centralised market participants.32

It is therefore important to take advantage of the potential of robust 
general regulations to reduce risk related to new developments (see box 
on page 32 on ways to regulate crypto-assets). One lesson from the 
crypto-asset market turmoil in 2022 is that many types of activity may fall 
within the scope of general fraud regulations. These are often based on 
enforcement after the infringement has occurred (ex-post enforcement). 
For these to have an ex-ante disciplinary effect, it is necessary that 
participants perceive the likelihood of being detected as sufficiently high 
and that the sanctions provide sufficient deterrence. Enforcement will 
increase the disciplinary effect. The regulations in these areas are more 
relevant for other authorities than Norges Bank. Norges Bank could 
nevertheless contribute to such assessments.

At the same time, specific regulations should be developed further. 
Such specific regulations can be adapted to different risks associated 
with an activity, eg systemic risk, and contribute to more efficient 
allocation of responsibility for risks. Specific regulation can also facilitate 
more effective enforcement and increase the likelihood of infringement 
detection through follow-up by dedicated supervisory authorities. 
International collaborative arrangements are important in preventing 
market participants from adapting in order to circumvent regulation. In 
addition to the work on a common EU regulatory framework, many inter-
national organisations are contributing to such frameworks. The Financial 
Stability Board (2023) assesses the systemic risk related to decentralised 
finance and identifies the need for regulation.

The European Commission has ambitions to move forward in developing 
specific legislation that goes beyond MiCA in its current form, but the 
time this will take is uncertain. Some countries may also have different 
motivations for further development of a common specific regulatory 
framework in the EU, for example owing to national differences in how 
general regulations are enforced and the effectiveness of judiciaries. 

32	 For decentralised activities to fall outside the scope of the regulation, the activity must be provided in a 
fully decentralised manner without any intermediary (see MiCA Preamble Recital 12a). Many services cur-
rently presented as decentralised without actually being so will therefore be covered by the regulation.
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Countries may also have different motives for wishing to exploit specific 
legislation as a tool of industrial policy.

National strategy
An international regulatory framework is crucial. Nevertheless, the 
Norwegian authorities should assess whether to proceed more quickly 
rather than wait for international regulatory solutions. This may be due to 
national needs, gaps in international regulation and the fact that inter
national standardisation takes time. As an example, an assessment can 
be made of how risk associated with decentralised finance should be 
managed by regulation until a common European regulatory framework is 
in place. It may therefore be appropriate for the authorities in Norway to 
discuss targets and measures that can be included in a strategy for 
crypto-asset regulation in Norway. The absence of such a strategy may 
provide more scope for private entities to influence Norwegian regulatory 
developments in an undesirable manner. Other regulatory conditions can 
also influence the scope of crypto-asset activity in Norway. Examples 
include regulations related to data centre operation, electricity taxes and 
other tax rules.

A national strategy requires cooperation among national authorities – not 
only financial authorities, but also consumer protection and judicial 
authorities. The Norwegian authorities should consider:

	• whether initiatives for further national regulations are needed, and
	• the scope for national rules provided by the EU legislation.

Norges Bank can contribute to such assessments and to regulation 
promoting responsible innovation.

Need for knowledge
Crypto-assets are a relatively new area of finance, where the economic, 
regulatory and research experience is relatively limited compared with 
many other areas of finance. This can contribute to poorly informed 
regulation and at the same time lead to regulation that is improperly 
based on research and analysis carried out or influenced by the industry.

At the same time, little is known about Norwegian entities’ crypto-asset 
exposures, attitudes and applications. Data from tax authorities and 
certain surveys from entities in the industry are available. Internationally, 
several central banks and other authorities have conducted surveys to 
increase knowledge about such conditions. Norges Bank will help to 
increase knowledge in this area by means of relevant analytical tools, 
analyses and the like. This could include analyses of crypto-asset holdings 
and transactions and surveys that identify user behaviour and risk.

Different authorities will benefit from professional cooperation and 
information exchange. Public authorities should also contribute to 
research in this area, both through funding and cooperation with 
academic institutions. Norges Bank is currently assessing whether 
collaboration with different academic institutions can help increase 
research-based knowledge about crypto-asset regulation.



Norges Bank Financial Infrastructure Report 2023 32

Section 3Ways to regulate crypto-assets
Crypto-asset regulation can be implemented both by enforcing 
existing general regulations and by developing specific crypto-asset 
regulations.

General regulations
General regulations such as criminal and tort law cover many types 
of activity that carry risk. For example, general rules will cover fraud 
carried out in activities related to crypto-assets. General marketing 
rules can address deceptive marketing related to crypto-assets 
even if they are not covered by a financial regulatory framework.

General regulations are robust and cover many types of activity 
regardless of the way they are carried out. Robust regulation is 
particularly important as new types of services posing individual 
and societal risk can rapidly develop and grow.

Specific regulations
General rules are not necessarily sufficient to counteract the risk 
associated with crypto-assets. Specific regulations can fulfil various 
purposes. Some types of crypto-market activity fall under existing 
specific regulations. For example, issuance and trading in certain 
types of crypto-assets are covered by the regulations for issuance 
and trading in securities under securities regulations. In addition, 
there is a need for dedicated regulations for crypto-assets and 
associated activities. MiCA is an example of this.
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Section 44. Central 
counterparties 
and margin calls
Since 2010, a number of jurisdictions have introduced 
central clearing and margining requirements for 
derivatives trades, which minimises the impact of a 
counterparty default. However, in recent years, large 
margin calls have led to liquidity problems for market 
participants in some countries. Measures to mitigate 
liquidity risks arising from margin calls are the focus 
of international efforts.

A central counterparty (CCP) interposes itself between counterparties to 
financial transactions, becoming the buyer to the seller and the seller to 
the buyer (Chart 4.1). This process is called “central clearing”. The use of 
CCPs may improve market function in periods of financial stress. Defaults 
by large financial institutions on derivatives contracts will have less 
serious consequences when they are handled by CCPs.

A relatively small fraction of the total value of derivatives trades entered 
into prior to the financial crisis in 2008 was centrally cleared. Market 
participants and authorities in key financial centres were challenged by 

Chart 4.1 Central counterparties (CCPs)
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the lack of transparency regarding derivatives exposures between 
market participants. The financial positions of market participants during 
the crisis became uncertain, which added to the turbulence. The 
authorities needed to take a number of actions to alleviate the situation. 
For example, the central banks in most countries provided liquidity to 
banks, and in many countries, the authorities injected capital to 
strengthen bank solvency.  

In 2009, the G20 introduced a series of financial sector reforms. For the 
derivatives market, the most important reform was to require central 
clearing of standardised over-the counter (OTC) derivatives. OTC 
derivatives are traded outside a regulated trading venue and account 
for most of the total value of derivative contracts, with a global estimated 
outstanding volume of USD 630 000bn.33 Thus, the central clearing 
requirement means that counterparty risk in the derivatives market is 
largely managed by CCPs, and not by the actual counterparties. 
Furthermore, central clearing will improve the transparency of derivatives 
markets.

Some derivatives are not suitable for central clearing, such as non-
standardised and illiquid derivatives. However, the European Market 
Infrastructure Regulation EMIR (with updates) has introduced a margining 
requirement for several types of derivatives that are settled bilaterally 
and not centrally cleared. If a counterparty to one of these derivatives 
defaults, the other counterparty’s loss is covered in most cases by the 
margin paid in by the defaulting counterparty. This eliminates most of the 
counterparty risk associated with centrally cleared OTC derivatives and 
derivatives settled bilaterally.

Central clearing reduces risk but has created new challenges
Central clearing reduces banks’ and other financial market participants’ 
counterparty risk, but in return, CCPs must manage large exposures 
(Chart 4.2). For that reason, CCPs must have access to sufficient financial 
resources to deal with large losses, which CCPs achieve primarily 
through margining requirements and requiring contributions to default 
funds from clearing members.

In periods of large market movements, margin calls have led to liquidity 
problems for market participants. Before the introduction of the central 
clearing requirement, participants did not have to make payments until 
the derivative matured. Today, derivatives are often margined, and 
counterparties must exchange margin on a daily basis in response to 
changes in the value of the contracts. In the event of large changes in 
underlying prices, margin calls may rise substantially. Examples of this 
are the market turbulence surrounding the Brexit referendum and the 
onset of the coronavirus pandemic.﻿
The difficulty of meeting large margin calls varies by counterparty type. 
While banks normally have ample access to the money and credit market, 
this access is more limited for counterparties such as insurance 

33	 Source: BIS Statistics Explorer: Table D5.1

https://stats.bis.org/statx/srs/table/d5.1?f=pdf
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companies and mutual funds. The possibility of large margin calls over the 
entire tenor of the contract may be a challenge for such counterparties.

The highly concentrated nature of the derivatives market may also 
adversely affect financial stability. A handful of large international banks 
and CCPs account for a significant share of global turnover. Large banks 
have substantial liquidity reserves and ample access to the money and 
credit market, while CCPs can use their lines of defence (following a 
predefined “waterfall”) to deal with losses. In normal periods, CCPs meet 
their obligations without much difficulty. But if margin calls increase 
sharply, for example, in a period of considerable market stress, CCPs may 
face liquidity shortfalls.

Norwegian market participants have also been affected by increased 
margin calls. For example, the market turbulence at the onset of the 
pandemic prompted an increase in margin calls that some Norwegian 
insurance companies had difficulties meeting. But so far, the scale of 
these problems has been more limited in Norway than abroad.

Regulatory efforts
Both national and supranational authorities are working to mitigate the 
liquidity challenges arising from margin calls on derivatives. Within the 
EEA, this effort is being led by the European Systemic Risk Board (ESRB), 
of which Norges Bank is a participant. Examples of measures being 
considered are:

	• Expanding the categories of financial instruments eligible as margin,

	• Ensuring that CCPs’ clearing members are provided with specific 
information on the functioning of margining models in periods of market 
stress,

	• Earlier notification of increased margin calls by CCPs,

Chart 4.2 Challenges in derivatives markets and measures to address them
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	• More testing by CCPs of clearing members’ capacity to manage 
liquidity risk.

Norges Bank considers the work being done by the ESRB and other 
international institutions to reduce the adverse effects of high margin 
calls to be essential for the stability of derivatives markets in periods of 
market stress.

Concepts in derivatives markets
Derivatives
Contracts where the value is related to or derived from an underlying 
asset (electricity, gas, equity, bond, foreign exchange, interest rate 
etc). Derivatives can be used to reduce or increase exposure to an 
underlying asset and are therefore useful in managing risk. 
A derivatives contract may entail a physical delivery, which means 
that counterparties must deliver and settle at an agreed price or 
agree on cash settlement at maturity. The latter are known as 
financial derivatives.

Variation margin
Amounts (primarily cash) that reflect the size of exposure given the 
most recent prices (value of the contract). Over the tenor of the 
derivative, the counterparty with a derivatives position with a 
negative market value must post variation margin while the counter-
party with a positive position receives variation margin. If the trade is 
centrally cleared, the margin call will be made by the CCP, which 
normally forwards the payment to the counterparty that is owed 
money. If the contract is settled bilaterally, variation margin is settled 
between the counterparties directly.

Initial margin
Amounts (cash and securities) that are collected and are intended 
to cover potential changes in the value of a counterparty’s position 
from the time the counterparty is in default until the position can be 
closed. Initial margin is typically posted when contracts are entered 
into, but in the event of large price movements, increased initial 
margin may be called over the tenor of the derivative. Initial margin 
is posted for centrally cleared derivatives but is less common in 
bilateral derivatives contracts. In contrast to variation margin, initial 
margin is paid by both counterparties to a derivatives contract and is 
held by the central counterparty until the contract matures.
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AnnexNorges Bank’s 
responsibilities
Norges Bank is tasked with promoting financial stability and an efficient 
and secure payment system.1 The Bank’s tasks in this regard comprise:

	• Overseeing the payment system and other financial infrastructure and 
contributing to contingency arrangements.

	• Supervising interbank systems.

	• Providing for a stable and efficient system for payment, clearing and 
settlement between entities with accounts with Norges Bank.

	• Issuing banknotes and coins and ensuring their efficient functioning as 
a means of payment.

As operator, Norges Bank ensures efficient and secure operating plat-
forms and sets the terms for the services the Bank provides. As supervi-
sory authority, Norges Bank sets requirements for licensed interbank 
systems. Through its oversight work, Norges Bank urges participants to 
make changes that can make the financial infrastructure more efficient 
and secure. An efficient payment system carries out payment transac-
tions swiftly, at low cost and tailored to users’ needs.

1	 Section 1-2 of the Central Bank Act and Section 2-1 of the Payment Systems Act.

Financial infrastructure
The financial infrastructure can be defined as a network of systems, 
called financial market infrastructures (FMIs), that enable users to 
perform financial transactions. The infrastructure must ensure that 
cash payments and transactions in financial instruments are 
recorded, cleared and settled and that information on the size of 
holdings is stored.

Virtually all financial transactions require the use of the financial 
infrastructure. Thus, the financial infrastructure plays a key role in 
ensuring financial stability. The costs to society of a disruption in the 
financial infrastructure may be considerably higher than the FMI’s 
private costs. The financial infrastructure is therefore subject to 
regulation, supervision and oversight by the authorities.

The financial infrastructure consists of the payment system, the 
securities settlement system, central securities depositories (CSDs), 
central counterparties (CCPs) and trade repositories.
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The use of instruments in different areas will vary over time and be 
adapted to developments in the payment system and the financial 
infrastructure. Norges Bank is tasked with giving advice to the Ministry 
of Finance when measures should be implemented by bodies other than 
the Bank in order to meet the objectives of the central bank.

Norges Bank’s supervision and oversight work
Norges Bank is the licensing and supervisory authority for the part of the 
payment system called interbank systems (Table 1.1). These are systems 
for clearing and settling transactions between credit institutions. If a 
licensed interbank system is not configured in accordance with the 
Payment Systems Act or the licence terms, Norges Bank will require that 
the interbank system owner rectify the situation. The purpose is to ensure 
that interbank systems are organised in a manner that promotes financial 
stability. Licensed interbank systems are shown in Table 1. Norges Bank 
may grant exemptions from the licensing requirement for interbank 
systems considered to have no significant effect on financial stability.

Oversight entails monitoring FMIs, following developments and acting as 
a driving force for improvements. This work enables Norges Bank to 
recommend changes that can make the payment system and other FMIs 
more secure and efficient. Even though Norges Bank oversees the 
payment system as a whole, individual systems are subject to regular 
individual oversight (Table 1).

Norges Bank assesses the FMIs that are subject to supervision and 
oversight in accordance with principles drawn up by the Committee on 
Payments and Market Infrastructures (CPMI) and the International 
Organization of Securities Commissions (IOSCO).2 The CPMI is a 
committee comprising representatives of central banks, and IOSCO is 
the international organisation of securities market regulators. The 
objective of the principles is to ensure a robust financial infrastructure 
that promotes financial stability.

A number of the FMIs that Norges Bank supervises or oversees are also 
followed up by other government bodies. The oversight of international 
FMIs that are important for the financial sector in Norway takes place 
through participation in international collaborative arrangements.

Finanstilsynet supervises systems for payment services. These are retail 
systems, which the public has access to, such as cash, card schemes and 
payment applications. The Central Bank Act from 2019 clarifies that 
Norges Bank’s oversight covers the payment system as a whole, 
including retail systems that Finanstilsynet supervises. The preparatory 
works for the Central Bank Act state that in its oversight of the payment 
system, Norges Bank should be able to make appropriate use of Finans
tilsynet’s assessments of retail systems, especially with regard to their 
security.

2	 Principles for financial market infrastructures. See CPMI-IOSCO (2012).
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The EU Central Securities Depository Regulation (CSDR) imposes a 
number of tasks on Norges Bank which supplement Norges Bank’s 
responsibilities for overseeing Euronext Securities Oslo under the Central 
Bank Act. Finanstilsynet is the competent authority for Euronext Securities 
Oslo under the CSDR, while Norges Bank is a relevant authority.

A detailed description of the FMIs supervised or overseen by 
Norges Bank is provided in Norway’s financial system 2022.3

3	 Norges Bank (2022c).

Definitions in the Payment Systems Act
Payment systems are interbank systems and systems for payment 
services:

Interbank systems are systems for the transfer of funds between 
banks with common rules for clearing and settlement.

Systems for payment services are systems for the transfer of funds 
between customer accounts in banks or other undertakings author-
ised to provide payment services.

Securities settlement systems are systems based on common 
rules for clearing, settlement or transfer of financial instruments.

Table 1  FMIs subject to supervision or oversight by Norges Bank 

FMI Instrument Operator Norges Bank’s role Other responsible authorities

In
te

rb
an

k 
sy

st
em

s

Norges Bank’s 
settlement system (NBO)

Cash Norges Bank Supervision ﻿
(Norges Bank’s Supervisory 
Council) and oversight

Supervision: Norwegian National Security 
Authority

Norwegian Interbank 
Clearing System (NICS)

Cash Bits Licensing and supervision  

DNB’s settlement bank 
system

Cash DNB Bank Licensing and supervision Licensing and supervision of the bank as a 
whole: Finanstilsynet and Ministry of Finance

SpareBank 1 settlement 
bank system

Cash SpareBank 1 
SMN

Oversight Licensing and supervision of the bank as a 
whole: Finanstilsynet and Ministry of Finance

CLS Cash CLS Bank 
International

Oversight in collaboration 
with other authorities

Licensing: Federal Reserve Board
Supervision: Federal Reserve Bank of New 
York;
Oversight: Central banks whose currencies 
are traded at CLS (including Norges Bank)

Se
cu

ri
tie

s 
se

tt
le

m
en

t 
sy

st
em

s

Euronext Securities 
Oslo’s central securities 
depository business 

Securities 
and cash

Euronext 
Securities 
Oslo and 
Norges Bank

Oversight Licensing and supervision of Euronext 
Securities Oslo: Finanstilsynet

LCH’s central 
counterparty system

Financial 
instruments

LCH Oversight in collaboration 
with other authorities

Supervision: Bank of England
Oversight: EMIR College and Global College 
(including Norges Bank)

Cboe Clear Europe’s 
central counterparty 
system 

Financial 
instruments

Cboe Clear 
Europe

Oversight in collaboration 
with other authorities

Supervision: Dutch central bank
Oversight: EMIR College (including Norges 
Bank)

https://www.norges-bank.no/en/news-events/news-publications/Reports/norways-financial-system/2022-nfs/content/
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1	 Tables showing developments in retail payment services are published in Norges Bank Papers 1/2023

Table 1  Average daily turnover in clearing and settlement systems (transactions) 

2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

NICS

NICS Gross 594 659 624 772 980 1 021 1 567 1 859 2 028 2 278 2 483

NICS Net (million) 7.8 8.2 8.7 9.1 9.5 9.9 10.5 11.1 10.1 9.7 10.0

NICS Real1 333 255 510 180 583 183

NBO

Total number of transactions 1 274 1 406 1 367 1 565 1 835 1 958 2 555 2 745 2 935 3 181 3 540

RTGS Gross transactions 
excl. NICS 549 595 592 658 700 793 841 859 930 920 898

1	 The daily average for NICS Real is calculated using the number of calendar days.

Sources: The figures under NICS are from Bits. The figures under NBO are from Norges Bank.

Table 2  Average daily turnover in clearing and settlement systems (in billions of NOK)

2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

NICS 247.8 253.5 262.8 285.9 284.1 297.0 315.3 323.2 347.0 351.7 408.7

NICS Gross 138.6 136.0 140.9 160.1 158.7 163.3 175.2 176.0 196.1 189.3 232.4

NICS Net 109.2 117.5 121.9 125.8 125.4 133.7 140.1 147.2 150.6 162.0 175.8

NICS Real1 0.2 0.4 0.4

NBO 201.9 188.3 198.0 219.3 221.2 235.8 247.6 259.3 458.1 342.9 338.6

NICS Gross 137.7 135.2 140.8 157.5 156.1 159.0 172.2 158.0 178.5 170.3 203.0

RTGS Gross transactions 
excl. NICS 51.1 38.5 42.5 46.0 40.4 42.1 57.3 81.7 261.5 151.7 114.0

NICS Net 8.7 10.3 10.8 11.9 12.4 13.1 13.3 13.5 13.4 14.6 12.1

NICS Real1 0.0 0.0 0.0

VPO and Oslo Clearing2 4.4 4.2 3.9 3.8 3.7 4.2 4.8 6.0 4.7 6.2 9.5

VPO 4.4 4.2 3.9 3.8 3.6 4.2 4.8 6.0 4.7 6.2 9.5

Oslo Clearing3 0.0 0.0 0.1 0.0 0.0 0.0 0.0 0.0 0.0 0.0 -

1	 The daily average for NICS Real is calculated using the number of calendar days.
2	 Legally integrated with SIX x-clear from May 2015.
3	 From 1 August 2021, clearings from SIX x-clear are no longer settled in NBO.

Sources: The figures under NICS are from Bits. The figures under NBO are from Norges Bank.

https://www.norges-bank.no/en/news-events/news-publications/Reports/Norges-Bank-Papers/2023/memo-12023-payment-services/
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Table 3  Number of participants in clearing and settlement systems (at year-end)

2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

Norges Bank’s settlement system (NBO): 
Banks with an account in Norges Bank 131 128 131 129 129 124 127 129 122 118 118

Norges Bank’s settlement system (NBO): 
Banks with retail net settlement in 
Norges Bank 22 22 21 22 22 21 21 21 21 21 21

DNB 98 98 97 94 94 93 92 90 87 86 83

SpareBank 1 SMN 11 11 11 11 11 11 10 10 10 9 8

Norwegian Interbank Clearing System (NICS) 132 131 130 128 128 125 124 122 119 118 114

Source: Norges Bank
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